U.S. Department of Justice 



Federal Bureau of Investigation 

Washington, D.C. 20535 


December 17, 2007 


Subject: SYSTEM DCS-3000 and RED HOOK 
FOlPANo. 1056287-000 and FOIPA#1 056307-1 


Dear Ms. Hofmann : 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOlPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 


below and explained on the enclosed Form OPCA-16a: 

Section 552 Section 552a 

B(b)(1) ®(b)(7)(A) □(d)(5) 

K(b)(2) 0(b)(7)(B) □(j)(2) 

□(b)(3) , s(b)(7)(C) o(k)(1) 

®(b)(7)(D) o(k)(2) 

^(b)(7)(E) o(k)(3) 

■ 0(b)(7)(F) G(k)(4) 

□(b)(4) n(b)(8) o(k)(5) 

S(b)(5) a(b)(9) o(k)(6) 

K(b)(6) o(k)(7) 


659 page(s) were reviewed and 659 page(s) are being released. 

□ Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been; 

□ referred to the OGA for review and direct response to you. 

□ referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

□ You have the right to appeal any denials in this release. Appeals should be directed in 
writing to the Director, Office of Information and Privacy, U.S. Department of Justice, 1425 
New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the 
date of this letter. The envelope and the letter should be clearly marked “Freedom of Information 
Appeal” or “Information Appeal.” Please cite the FOlPA number assigned to your request so that it 
may be easily identified. 



□ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

See additional information which follows. 


Sincerely yours. 


David M. Hardy 
Section Chief 
Record/Information 
Dissemination Section 
Records Management Division 


Enclosure(s) 


Please be advised that this is the eighth interim release as ordered by the court on May 7, 2007 for 
documents concerning surveillance systems known as DCS-3000 and Red Hook. 

The first page of this correspondence reflects that 659 pages were reviewed for this release. There were 
actually 1 ,022 pages reviewed, however, after a review by the technical operations group that manages the system, 
they determined that 363 pages of this material was not responsive to the request. 

A decision has not been made concerning your request for a wajver of fees. We will be corresponding 
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents. 
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee often cents per page for duplication. 

No fees are assessed for the first 100 pages. If it is determined that you do not qualify for a fee waiver, duplication fees 
will be assessed accordingly. 



EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 

records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 

crime or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective serviees to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifieations for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 


FBI/DOJ 
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Privacy Acts 

FOIPA# 1056287 and FOIPA#1056307-1 
Subjects: DCS-3000 and RED HOOK 
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Federal Bureau of Investigation 




• No place to input type of installed device, serial number of device, C.O./B-box info, or Cabfe/Pair info 

• Should have a way to indicate Case/Court Order/Tar oet have been entered into TA 

• Target number entry should be standardized (i.e. 702 l I 

• Check the court order expiration date calculator for accuracy (your expiration date calculations don't match DCS-3000 
dates) 

• Should be a w ay to indicate t hat a Tech Request has been received ^";r^ 

• A place to ente l | setup information 

• ELSUR number entry for FISA 

• FISA date and time entry for implementation and expiration 

• A way to print this information in a format that would make a great cover sheet for each package 


I hope this helps! 

Have a great weekend. 



ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 



Id Office - Squad 10 
(Desk) 

(Fax) 

(Cell) 



— O riginal Message — 

From; l I OTP) (FBI) 

Se nt: Friday. March 18. 2005 11:53 AM 
To; IlV) (CON) 

Cc;| I (ITD) (FBI) 

Subject: TICTU application 

bo 


UNCLASSIFIED 

NON-RECORD 



I i (OTD) (FBI) 

Friday, June 03, 2005 1:31 PM 

■ CLIFFbRP, MICHAEL (OTD) im 

IfQTD I (FBn: l 

■ VoIP m g 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I am pleased to report th; 
of two separate ! 
pen-register intercept of j 


CTU recently assisted the Buffalo and New York City field divisions with FISA intercepts 
l/olP tele phony subscribers. Also, TICTU recently assisted the New York City office with a b2 
ji/olP telephony subscriber. b '/ e 


TICTU designed and developed a new intercept and delivery capability for the DCS-3000 system to facilitate 
these intercepts. I ^ delivers the CDC and CCC to ERF via an encrypted Internet VPN connection supported by 

TICTU. The new DCS-3000 features securely deliver the intercepted CDC and CCC (in VoIP format) in real-time to the 
appropriate field offices via the DCSnet where the established DCS-3000 clients route the information to the DCS-5000 
systems for collection. 

I I current intercept implementation is a hybrid solution: CDC data is accessed and delivered in compliance 

with the Cable Labs specification; CCC information is accessed by a "CALEA" feature on their Cisco CMTS routers and 
delivered in native VoIP format via UDP-IP. 

t lntercftnt implementation is also based on the Cable Labs specification But unlikel I b7E 

[delivers the intercepted audio via the ! I 


These are the first real-time VoIP intercepts ccy 
office expects to conduct more intercepts wittT 


£A-like intercept techniques. The New York 
In the near future. 


SENSITIVE BUT UNCLASSIFIED 


From: 

Sent: 

To: 


NY) (FBI) 


Tuesday. August 02. 2 005 8:48 AM 
I ^ OTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


How are you doing?? 1 attended the DCS3000 training last week, and I forgot to check with you regarding the password for 
the TICTU database. What information do you require to apply for login/pw?? Thanks very much. 



SENSITIVE BUT UNCLASSIFIED 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Ok, ni give it a try. Thanks very much. 


_J(NY)(FB1) 

iaijst 0 3. 2005 6:30 AM 

;^(OTD)(FBI) 


Frxjm:^ (OTD) (FBI) 

SetpS^E::^St^005 2:42 PM 
To; l I TNY^ (FBI) 

Subject: RE: be 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


-i-have created an acGQunt for you oFt-the -TIGTU databa se. From a p CS-30QOmaGhine goto 
your username is| ^nd your initial password is| | 

Please let me know it you nave any problems or suggestions for the system. 


Original Message—-- 

From i K NY) (FBI) 

Se nt; Tuesday, August 0 2, 2005 8:48 AM 
To; l l (OTD) (FBI) 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



How are you doing?? I attended the DCS3000 training last week, and I forgot to check with you regarding the 
password for the TICTU database. What information do you require to apply for login/pw?? Thanks very much. 


I — I b6 

bTC 

SO-1 CMP 

2i d '"'--"n 

87 1 t pager) 


SENSmVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


~| (OTP) (FBI) 


SE^T 


From: ib6 I l (NY) (FBI) 

Sent: fc 7 c Wfidnssriav Aiifiiistn:^ ?nns TOfi AM 

To: I l (OTD^ (FBI) 

Subject: RE: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


It worked fine. I was able to log-in and change password. 
Thanks again. 


SO-1 CMP 



hS 

hlC 


Or iginal Message 

From: ! If OTD^ (FBI) 

Se nt! Tuesday, August 02 , 2005 2:42 PM 
Tor i ^ NY) (FBI) 

Subject: RE: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


( g ) T have created a n account fo r you on the TIGTU datab ase From a raOR -.^OOO manhmft flntol 

your username is | l and your initial password i ^ I *■ 

Please let me know if you have any problems or suggt^iiuiib lui Hit! byitem. 



b.i 


-Original Message— -- 


Subject: 


bb 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




How are you doing?? I attended the DCS3000 training last week, and I forgot to check with you regarding the 
password for the TICTU database. What information do you require to apply for login/pw?? Thanks very much. 


SO-1 CMP 
21 21 I 

877 ( [ pa 


pager) 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



From; ^ \ If OTD) (FBI) 

Sent: f ° Wednesday August 02 2005 2:29 PM 

To: - I t OTD) (FBI) 

Subject: FW: b66P Information Requested for OTD Systems - Complete by 8/4/2005 

Importance: High 



2.WPD (20 KB) 

UNCLASSIFIED 

NON-RECORD 


CZZI 

Could you look into this? 


be 

b7C 


Th anks. 

"Ori ginal Message - 


From: 

Sent: 

To:r 




fednesday, 


3 (OTD) (FBI) 
ugu st 03, 2005 1:47 PM 


□(OTD) (FBI) 


Subject: FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005 
Importance: High 


UNCLASSIFIED 

NON-RECORD 


□ 

The 3000 is cited on this message... 


be 

b7C 


a 


Fromf 


i figinal Message — 


](OTD) (FBI) 


Se nt: Friday. July 29. 2005 4:07 PM 
OT D) (FBI);r 

cdCT^ 




TD)(FBI):I 1 (OTD) f FBI):! lOTD) (FBI): 

1 1 

rrroDifcoN^J rsecD) (fbd 

r(FBI):l 1 (OTD) (FBI):I KOTD) (FBI);I 1 


(OTD) (FBI) 

Subject COOP Information Requested for OTD Systems - Complete by 8/4/2005 

Importance: High 


10 



UNCLASSIFIED 

NON-RECORD 



I I (OTD) (FBI) 

Friday. Septembe r 16. 2005 10:46 AM 
I VOID) (FBI) 

f t OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


As you know, the DCS-3000 system is used bv l r or collection of all CALEA-based pen-register/trap-trace 

intercepts for both criminal and national security investigations. At the end of CY2004, SBIT added a feature to the DCS- 
3000 system that allows us to collect specific performance metrics from each field office's DCS-3000 system. These 
metrics include the number of current intercepts, the intercept types (i.e. Title-50), and the telecom providers. We 
periodically query each DCS-3000 system for this information and populate a metrics database to help us generate ® 
statistics and forecasts. Here are the numbers for 2005: 



The goal of SBIT Is to meet and exceed the expectations of our field office customers. To date. 1 think we have 
accomoii^ ed this goal with remarkable efficienc vi 

I |The members of SBIT are proud of our accomplishments and reputation, and we hope to continue to do 

gooa work on behalf of TICTU. 


□ 


UNCLASSIFIED 




I r SecD)(CON) 

Monday. nr.toher 17. p nos 1:12 PM 
I l (QTD^ (FBI) 

RE; DCS3000 Task Force Network Layout 


— Or iginal Message 

From: l I (OTP) (FBI) 

Se nt; Monday, October 17 , 2005 11:16 AM 
To: I l fSecD)(CON) 

Subject: DCS3000 Task Force Network Layout 


UNCLASSIFtED 

NON-RECORD 


1 

I j asked me to forward this drawing to you. I will also bring you a hard copy. 


Please let me know if you have any questions, 
thanks! 


UNCLASSIFIED 




From: 

Sent: 

To: 



Subject: ET Telephone Interviews 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Gentlemen, , ^ ' 

Due to the short deadline (Thursday), 1 have asked i I to put together some questions and contact the below listed 
applicants for a telephone interview. I have already spoke with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any r jumber of auc tions can be asked as long as everyone is 
asked the same questions. We are to handle three of the below: ! l oroup will interview the rest. 


FINAL APPLICANTS 


ixpecting a call Tuesday 13:00 - 16:00 (will be in all day and has interviewed with TRU); 


fexpectino a call T uesdav 07:00 - 16:00 (preferably after 13:00); has S clearance 
Mo i ^^n (w)703 | [ left message at residence (no answer at work; needs follow-up) 

LpcS-3006 team to arrange a telephone interview (we are welcomed to participate) 

3 DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 
r6cs-3000 team interviewed him this afternoon (a DCS-3000 team selection) 


SENSITIVE BUT UNCLASSIFIED 




From: 

Sent: 

To: 


fc6 

b7C 


Cc: 


Subject: 


□ (OTD) (FBI) 


■ (QIBKfm. 


' NnvsrnhPrm POOS 12:35 PM 
13(070) (FBI);|i: 


](OTD)(FBl)C 


(FBI) 

FW: ET Telephone Interviews 


□ (OTD) (FBI)C 


=1 

](OTD) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Gentlemen, . ■ 

I contacted! pnd he advised he is a vailable for a telephone interview from 13:30 - 16:30. He provided the 

following contact numbers: 703- j ^ 703 ^ [ Thanks for getting these interviews done on short notice. 


Q. 


H(OTD) (FBI) 


Se nt; Monday, October 31, 2 005 3:29 PM 
T q:i , rQ TD)(FBI);[:; 

C d K OTO) (FBI) i 

Subject: ET Telephone Interviews 


] (OTD) (FBI);r 


□( OTD) (FBDF 


I^OTD) (FBI) 
JOTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Gentlemen, . 

Due to the short deadline (Thursday), I have asked i I to put together some questions and contact the below listed 
applicants for a telephone interview. I have already spoke with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any number of que stions can be asked as long as everyone is 
asked the same questions. We are to handle three of the below; } { group will interview the rest. ij-. g 

kic 

FINAL APPLICANTS 



□ 


a call Tuesday 13:00 - 16:00 (will be in all day and has interviewed with TRU); 

1 expecting a call Tuesday 07:00 - 16:00 (preferably after 13:00); has S clearance 

[w)703 i I left message at residence (no answer at work; needs follow-up) 

^CS-3000 team to arrange a telephone interview (we are welcomed to participate) 

DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 

I DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection) 


SE^ET 


SENSITIVE BUT UNCLASSIFIED 


(OTD) (FBI) 
08, 2005 9:53, 
I(OTD) (FBI);| 


[OTD) (FBI) 


From; 

Sent: 

To: 

Subject: 


I 1 

^Thursday. December (j 
FW: DCS 3000 


UNCLASSIFIED 

NON-RECORD 


— Original Mess age — 

From: I I fWF^ (FBI) 

Sent: , IftfarinasrlaM Hanaiaher 07, 2005 7:15 PM 

To: I I (OTD) (FBI)l l(ffTD) (FBI) 

Subject: DCS 3000 

UNCLASSIFIED 

NON-RECORD 


Hey guys - 

This is just a quick note to let you know they are doing more power interruptions at WFO this month. 

12/14/05 which will be our 4th floor (which should not affect the DCS at all) 

12/20/05 which will be our 3rd floor. (This will affect the DCS 3000). This will include the DCS and all of our modems and 
routers in the Criminal Plant area. We will be powering down the DCS 3000 between 5pm and 5:30 pm. And hopefully it 
will be back up before 10pm. 

If you need anything from us, or can give me any helpful advice, I would appreciate it. 

■Thank YOU , 


be 


b7C 


UNCLASSIFIED 


UNCLASSIFIED 


SEl^T 


18 




UNCLASSIFIED 

NON-RECORD 


Hello - 

I am trying to follow-up with an issue l i may have brought to your attention. Here in Chicago, we have a ' 

Title 111 room located on the 7th floor, two floors below where our main Title III room s are loca ted We would like to be able " 
to put a DCS3000 machine on this other floor so that those folks can have access tc | fe nd other utilities from the 
DCS3000 network. We do not want to try and run additional cables for this connection, since this would involve traversing 
other floors and non-bureau space and we are moving our office in a few months. My question to you is... can we connect 
the DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox system for 
connectivity? 


Thanks, 


I Chicago 

echnology ^/lanagement Unit (ETMU) 

; Surv eillance Technology Section, OTD 
kOesk) 

Fax) 

fCell) 


b2 

be 

hic 


UNCLASSIFIED 


SE^T 



From: I , I fCGHCON) 

Sent: Wednesday. December 28. 2005 4: 1 1 PM 

To: I I (OTD) (FBI) 

Subject: RE: DCS3000 


UNCLASSIFIED 

NON-RECORD 


f have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this machine? 

EH 



Subject: RE: DCS3000 


UNCLASSIFIEQ 

NON-RECORD 


n°y l I 

I talked with the voicebox guys and they said they would have no problem letting th j j nachine connect through 
their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please send in an RMS 
and we’ll get one shipped. 



Subject: DCS3000 


UNCLASSIFIED 

NON-RECORD 


Hello - 

I am trying to follow-up with an issu e! T may have brought to your attention. Here in Chicago, we 

have a Title III room located on the /th floor, two floors below where our main Title III rooms are located. Wr 
would like to be able to put a DCS3000 machine on this other floor so that those folks can have access to ! I 
and other utilities from the DCS3000 network. We do not want to try and run additional cables for this connection, 
since this would involve traversing other floors and non-bureau space and we are moving our office in a few 
months. My question to you is... can we connect the DCS3000 to the hub/switch located on the 7th floor and give 
the DCS an ip address of the VoiceBox system for connectivity? 

Thanks, 


S^ET 


20 



[ 


Tiotpmpbi) 


From: 

Sent: fc6 

To: b7c 

Subject: 


\ I (CG) (CON) 

1 nursdav. uncpmlngr 2005 9:52 AM 
I J (OTD^ (FBI) 

RE: DCS3000 


UNCLASSIFIED 

NON-RECORD 


Thank ^~ | l have a DCS3000 to install downstairs. Give me an hour and I will let you know when it is done. 
Thanks 


be 

b7C 


UNCLASSIFIED 

NON-RECORD 


iS)[ 


bl 


Once that is ready, the VB guys said they will setup the firewall. 


thanks! 


OrioingLMg^ggg; 

From: I 


Subject: R^: D(^36do 


](CG) (CON) 
er28, 2005 4:11 PM 
(OTD) (FBI) 


UNCLASSIFIED 

non-record 


I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this 
machine? 


□ 


— Original Mess age — 

From: I l (OTDI (FBI) 

Sen t: Wednes day. December 28, 2005 2:25 PM 

2:’ I (CON) j | (CG) (CON) | "] 

Subject: RE: DCS3000 


UNCLASSIFIED 

NON-RECORD 



I 


I talked with the voicebox guys and they said they would have no problem letting th j [ machine connect 
through their network. Do you have a DCS-3000 you want to use for this? If you neeTanew machine, please 
send in an RMS and we'll get one shipped. 


— Original Message — 

From; i I CG^ (CON) 

Sent: W/edn«da^j_DeOTTiter 28, 2005 11:51 AM 

To: I lOTD) (FB n 

cc: J 


UNCLASSIFIED 

NON-RECORD 


1 am trying to follow-up with an issue I I mav have brought to your attention. Here in 

Chicago, we have a Title 111 room located on the 7th floor, two floors below where our main Title 111 rooms 
are located. We would like to be able to put a DCS3000 machine on this other floor so that those folks can 
have access to tracker and other utilities from the DCS3000 network. We do not want to try and run 
additional cables for this connection, since this would involve traversing other floors and non-bureau 
space and we are moving our office in a few months. My question to you is... can we connect the 
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox 
system for connectivity? 


I I- Chicago 

tLiiUK 1 ecnnology Management Unit (ETMU) 
Ele ctronic Surv eillance Technology Section, OTD 
312^ TDesk) 

312 tPax) 

312 tcell) 


23 



_KCG) (CON) 

2Q, 2005 10:22 AM 
lOTDHFBI) 


UNCLASSIFIED 

NON-RECORD 


I now have that machine on the VB network. Can you let me know when the firewall is configured? I will load the case I 
need at that time. Will you still be able to. PC Anywhere into this machine? 


Subject: RE; DCS3000 


UNCLASSIFIED 

NON-RECORD 


J(OTD) (FBI) 

5 29, 2005 8:50 AM 
(CG) (CON) 


Once that is ready, the VB guys said they will setup the firewall. 


Origin£MeKa3e;;;;;;^___^ 

From; I I fCGI rCONI 

Sent: Wednesday. Decembe r 28, 2005 4:11 PM 

To: i -|OTD)(FBI) 

Subject: RE: DCS3000 

UNCLASSIFIED 

NON-RECORD 


I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this 
machine? 


— Original Message — 

From: I |(OTD) (FBI) 

Sentj ' Wedne sday. UecernBer 28, 2005 2:25 PM 

To:l Item (CONI 

Cc: I i rCGI (FBI); I t C 

(CG) (CON) 

Subject: RE: DCS3000 


24 





I 

I talked with the voicebox guys and they said they would have no problem letting th^ Inachine connect 
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please 
send in an RMS and we'll get one shipped. 


Thanks! 



UNCLASSIFIED 

NON-RECORD 


Hello - 

I am trying to follow-up with an issue l brought to your attention. Here in 

ib6 Chicago, we have a Title III room locaiied on ihe 7th floor, two floors below where our main Title III rooms 

b 7 c S'"® located. W e would l ike to be able to put a DCS3000 machine on this other floor so that those folks can 

have access to | | and other utilities from the DCS3000 network. We do not want to try and run 
additional cables fdr thts connection, since this would involve traversing other floors and non-bureau 
space and we are moving our office in a few months. My question to you is... can we connect the 
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoiceBox 
system for connectivity? 


Thanks, 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 





Original Message b 6 

From: I l (OTD^fFBn b7C 

Sent: Triursdav. Decemher 29. 2005 8:50 AM 

To: I |(CG) (CON) 

Subject: TPT3CS5TO ' 

yN C LAS S I FtED ,^g 

NON-RECORD 


-cm 



Once that is ready, the VB guys said they will setup the firewall. 


I thanks' 


— Original Message — 

From: I I CG) (CON) 

Sent: Wednesday. Decem ber 28, 2005 4:11 PM 

To: I I (OTD) (FBI) 

Subject: RE.' E)«5TSB'B ' 

UNCLASSIFIED 

NON-RECORD 


be 

b7C 


I have a machine, I just need to give it a new IP and do you need to open up access through the firewall for this 
machine? 




UNCLASSIFIED 

NON-RECORD 


I 

I talked with the voicebox guys and they said they would have no problem letting the l T nachine connect 
through their network. Do you have a DCS-3000 you want to use for this? If you need a new machine, please 
send in an RMS and we'll get one shipped. 



UNCLASSIFIED 

NON-RECORD 



Hello - 

I am trying to follow-up with an issue|__^_^^^_nmay have brought to your attention. Here in 
Chicago, we have a Title 111 room lo(^ted on the 7th floor, two floors below where our main Title III rooms 
are located. Wejjjroujd like to be able to put a DCS3000 machine on this other floor so that those folks can 
have access tc | l and other utilities from the DCS3000 network. We do not want to try and run 
additional cables for this connection, since this would involve traversing other floors and non-bureau 
space and we are moving our office in a few months. My question to you is... can we connect the 
DCS3000 to the hub/switch located on the 7th floor and give the DCS an ip address of the VoioeBox 
system for connectivity? 

Thanks, 

b2 
be 

b7C 


ELSUR Technology Management Unit (ETMU) 
Ele ctronic Surv eillance Technology Section, OTD 
312^ (Desk) 

312 [Fax) 

312 (Cell) 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

SE^T 


UNCLASSIFIED 


(CG)(CON) 
006 4:37 PM 
^TO) (FBI) 


From: 

Sent: 

To: 

Subject: 


W: UCSJUUU 


UNCLASSIFIED 

NON-RECORD 


This machine appears to be working correctly. 


Thanks for the help! 


ELSUR Technology Management Unit (ETMU) 
Ele ctronic Snry flillance Technology Section, OTD 
31 a [Desk) 

312 [Fax) 

31 a [cell) 


b2 

be 

bVC 


— Original Message — 

From: I t OTD^ (FBI) 

Sent: , TUSaJaY. JflflUafY Q3. ?006 9:29 AM 

To: I ICG) (CON) 

Subject: ' KEI ULSiUOU" * 


be 

b7C 


UNCLASSIFIED 

NON-RECORD 


^ 4 1 

We have setup a PTT client on that machine and connected it to your PTT server on one of your other machines. 

Give that a try and let me know if something doesn't work (the data should work fine through the firewall, but this is the 
first time we have tried this configuration). 

thanks! 

~ ~l 


— Original_Messa2e;;;;;;___^ 

From: I I CGI (CON) 

SAnt- Friday, neromhpr yi 2005 12:09 PM 
To: 1 1 IOTP) fFBD 

Subject: RE; DCS3000 

to 6 UNCLASSIFIED 

NON-RECORD 


le) j | rhi! 


ir a j j intercept. Can you configure it with the ISG Server and/or Client? 


b2 

b7E 


S^I^T 



— Original Mess age- — 

From: | |cG) (CON) 

Sent: Wednesday, Becembe r 28, 2005 4:11 PM 

To: I t OTD) (FBI) 

Subject: Rt; DCiJOOO 

UNCLASSIFIED 

NON-RECORD 


I have a machine, I just need to give it a new IP and do you need to open up access through the firewall 
for this machine? 



UNCLASSIFIED 

NON-RECORD 


HeCD _ 

I talked with the voicebox guys and they said they would have no problem letting the l I naehine 
connect through their network. Do you have a DCS-3000 you want to use for this? If you need a new 
machine, please send in an RMS and we'll get one shipped 




Subject: 


DCS3000 


SEOteT 


UNCLASSIFIED 

NON-RECORD 

lob 

b7C 

Hello - 

I am trying to follow-up with an issue l I mav have brought to your attention. Here in 

Chicago, we have a Title III room located on the 7th floor, two floors below where our main Title III 
rooms are located. We would l ike to be a ble to put a DCS3000 machine on this other floor so that 
those folks can have access to l ^ nd other utilities from the DCS3000 network. We do not 
want to try and run additional cables for this connection, since this would involve traversing other 
floors and non-bureau space and we are moving our office in a few months. My question to you 
is... can we connect the DCS3000 to the hub/switch located on the 7th floor and give the DCS an 
ip address of the VoiceBox system for connectivity? 

Thanks, 


lo7c tLsUlk 1 ecnnoiogy Management Unit (ETMU) 

Electronic Surveillance Technology Section. OTD 
31 
31 
31 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


32 



From: 

Sent: 

To: b6 

Cc; b7c 


Subject: 


I I ITD^ (CON) 

Thursday. February 16 . 2006 2:33 PM 

( K OTD^ ( FBI) 

_ inTDUFBIVr 


<schfbi)L 




1ITD)(C0N)C 


Imtd^ (C OnT 


□(ah-) (cdN)l 


IJrQ JD^ ^CQNV 


Sacramento Channel Bank w/Remote LAN Bridge 


](SC) (CON) 


JSE) (CON)L 


UNCLASSIFIED 

NON-RECORD Ib6 . 

b7C 

I 1 

We have tracked down the purchase request of tine channel banks for the Sacramento to Modesto link. The delivery of 
these to the Sacramento field office is on hold. I understand that you would like for them to be delivered to you at ERF for 
testing of DCS-3000 traffic utilizing these CB's, If that is the case please reply with the address to where you would need 
them sent. (That is, of course, unless someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac-Mod & 
Sea-Spokane sites). I am moderately confident that the remote LAN bridge, with the CB's. will support the need to send 
your system’s data between the sites. If another card is required to support this effort we will need the model and (as 
always) someone will have to fund it. 

Thanks. 


Electronic Surveillance Technology Section (ESTS) 


^chnology Division (OTD) 
\(Desk) 


b2 

!b6 

b7C 


UNCLASSIFIED 
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We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The , 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB’s. If that is the case please reply with the 
address to where you would need them sent. (That is, of course, unless someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the Sac- 
Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will support the 
need to send your system's data between the sites. If another card is required to support this effort we will need 
the model and (as always) someone will have to fund it. 


Electronic Surveillance Technology Section (ESTS) 
Op erational Tec hnology Division (OTD) 

54C{ tDesk) 

54A ¥^ax; 

54d IWobileJ 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 
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I KlTD) (CON) 

l-ridav. KeBruafv'T/. 20 06 2:28 PM 
I lOTD) (FBI) 

I I(SE) (CON) 

RE: Sacramento Channel Bank w/Remote LAN Bridge 


UNCLASSIFIED 

NON-RECORD 


I forgot to mention. . In Seattle they currently are using 1 2 channels worth of bandwidth for th a i nk. 6 channels for 
audio delivery, and have r eserve d 4 channels for DCS-3000. There are plenty of card slots available for an additional data 
card. (Fix me if I'm wrong [ | 


Electronic }^urveillance 1 echnology Section (jbSTS) 
One rntinnal Tq chnolosv Divininn (OTD) 

540. 'Desk) 

540. 'Fax) 

540. 'Mobile) 


—Original Message — 

>m! I l (OTm (FBI) 

nt: Friday, February 17, 2006 12:43 PM 

I I (ITO) (CON) 


RE: Sacramento Channel Bank w/Remote LAN Bridge 


UNCLASSIFIED 

NON-RECORD 


I've left a message for j b t Coastcom to talk with him about the channel bank. On their w ebsite, they show a card 
with a V.35 or RS-232 Interface that would probably better suit our network. Hopefull JT" f yill call me back soon and 
we can discuss pricing. Depending on the cost, TICTU may be able to get the cards. TJSTyou know if there are open 
slots for another card in the Seattie-Spokane channel banks? 

We would still like to test the system in the lab with the current configuration in case the serial cards are cost 

prohibitive. The address here at ERF is Building 27958-A, Quantico, VA 22135. 

thanks! 


Orig inal Message — 

From: I I htdI (CON) 

Sent: Thursday, February 16, 2006 2:33 PM 

To: I |fOTD^ (FBI) 


36 



We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The 
delivery of these to the Sacramento field office is on hold. ! understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the 
address to where you would need them sent. (That is, of course, unless someone else says to not do this.) 


After speaking with some of our folks about the transfer of tiie DCS-3000 data via the T-1 links (for both the Sac- 
Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will support the 
need to send your system's data between the sites. If another card is required to support this effort we will need 
the model and (as always) someone will have to fund it. 


Electronic ::3urvejiiance i ectinoiogy ::>eciion {t.i> iS) 
Op^h'nnal T^hnology Division (OTD) 


fo2 

be 

b7C 


54C 

540 

540 


Desk) 

Fax) 

Mobile) 


UhL CLASSIFIED , 

UNCLASSIFIED 

UNCLASSIFIED 
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SECpj 



SECRET 



nz3 

We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. The 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CD's. If that is the case please reply with 
the address to where you would need them sent. (That is, of course, unless someone else says to not do 
this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both the 
Sac-Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, will 
support the need to send your system's data between the sites. If another card is required to support this 
effort we will need the model and (as always) someone will have to fund it. 


Thanks. 



SECRET 




foe 

.'b7C 


Original Mess age— 

rom: 


](ITD) (CDN) 

16, 2006 2:33 PM 
(OTD) f FRn 
ro) fFBI )l 
» (CQU'ii 


jm . 

JSE) (CON) J- 

Sacramento Channel Bank w/Remote LAN Bridge 


1 :iTD) (CON>ri 
rrpi r coNi~ 


~ r rrpi rcoNii 
T^(CON)i 


J(SC) (FBI);rHIL, 

pTD) (CON) 1 1 


Ts^(CON) 


UNCLASSIFIED 

NON-RECORD 


!b 6 
b7C 


b2 


be 

b7C 


We have tracked down the purchase request of the channel banks for the Sacramento to Modesto link. 
The delivery of these to the Sacramento field office is on hold. I understand that you would like for them to 
be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please 
reply with the address to where you would need them sent. {That is, of course, unless someone else says 
to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both 
the Sac-Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with the CB's, 
will support the need to send your system's data between the sites. If another card is required to support 
this effort we will need the model and (as always) someone will have to fund it. 

Thanks. 


'm yvLmnujwv ^ i iii. 


540. 

540 

54C 


^pesk) 

fax) 

_mobiIe) 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



43 





seMet 


/ ^ 


— Original 

From: 

Sent: 


Messyae 


^ITD) (CON) 


J(SE) (cor 


(CON) I 

(CON)' 

Sacramento Channel Bank w/Remote LAN Bridge 




"Irrn).. 


mN)t 

_Lttc 


OTD) (CON);|: 
](SF)(CON),| 


!!kc> (FB I): 


3(010) 

Isc) 


UNCLASSIFIED be 

NON-RECORD b7C 


We have tracked down the purchase request of the channel banks for the Sacramento to Modesto 
link. The delivery of these to the Sacramento field office is on'hold. I understand that you would like 
for them to be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the 
case please reply with the address to where you would need them sent. (That is, of course, unless 
someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for 
both the SaC'Mod & Sea-Spokane sites), I am moderately confident that the remote LAN bridge, with 
the CB's, will support the need to send your system's data between the sites. If another card is 
required to support this effort we will need Hie model and (as always) someone will have to fund it. 

Thanks. 



UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


-16 



□(NO) (FBI) 

3 0611:15 AM 
(OTDKFBI) 
OTD) (FBI);L 
INET circuit 


UNCLASSIFIED 

NON-RECORD 


Ye q p id install circuit. We will be moving in circa 4/15. We were initial ly set to move in during this week and next, 
but aySlSWs Furniture cannot have our new stuff installed 'tit 4/10, I talked t j l last week and ) will be 

submitting an RMS today for two new DCS-3000s, etc. In answer to your question I will need new routers. The old 
equipment was toss about during the move from NO to storage in Baton Rouge and I have no faith in thf>ir nfiahility i ib( 
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (504| | lb' 


Thanks for your help | ^ 


(22£ 

"anuienr maw f iripans 

Office (Temporary) 

(50^ 

Cell 


From: I lOTD^ (FBI) 

Sent: Mnnrlav Marrh nri T ofifi 9; 50 AM 

To; I KNO) (FBI) 

Cc: I t OTPI (FBI) 

Subject: Mew Orleans DCSNET circuit 

UNCLASSIFIED 
NON-RECORD b6 


I h ells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an 
updated schedule on when you will be moving in? Wilt you need new routers? Any idea what happened to the old 
equipment that was there? 


(S) Your ektid i| 
Please let rn 


luestions about this circuit or the install. 




From: I b L^FBI) 

Sent: .WfirlnRRfiav Marr.li n» ^006 2:55 PM 

To: I b TDt (FBI) 

Subject: DCS 3000 Net 


lb 6 

UNCLASSIFIED b7C 
NON-RECORD 


I think it is now time to order the DCS network backup circuit that will be installed in the new Frisco RA. We now 
(ssession of the space and will move in on 3/31/06. The CMP buildout wilt be on 3/24/06. 


The address is; 

2801 Network Blvd 
Suite l I 
Frisco, TX 75034 

The phone demarc within our space is in room | ^ 

I would like to be notified in advance re installation so I can plan to be there. 


b2 

fc7E 


Is the circuit provided by ^ 


^0 the install or will | “j be ir 


UNCLASSIFIED 


SE^T 


From: 

Sent: 

To: 

Subject: 


[ 


RE: DCS 3000 Net 


3dL)(FB1) 
!006 4:44 PM 
(OTD) (FBI) 


be 

UNCLASSIFIED bic 

NON-RECORD 


The main line for the Frisco RA will be 214] I The ohone lines are not installed yet.| pan be 

aPOCintheRA. FYl her cell is 97 3 T ' ' ] ' ■ 

I hope th ^ I can be not ified as well so I can be present when they do the install. Or will I have to havd I notify 

me. My cell is 21 ^ | 


— Original 

From: 

Sent: 

To: 

Subject: 


](OTD) (FBI) 
■>006 4:34 PM 
(DL)(FBI) 


unclassified 

NON-RECORD 


b6 

b7C 


IHe C=l _ _ 

The circuit will be throug h! b ut whoever is the local carrier out there will actually install the circuit. ! Ivill 
send someone out later with the CSU Oust like the one in your FO). Do you have a local contact out there? ! ! is 


requiring a local phone number (hard line, not cell), or else they will kick the order back. 


b2 

b7.i?, 


— Ori ginal Message — 

From: I t PL)(FBI) 

Sent: Wednesday, March 08, 2006 2:55 PM to'?- 

To: I !(0TD) (FBI) 

subjekrucTsmrm — ' 

unclassified 

NON-RECORD 


! I think it is now time to order the DCS network backup circuit that will be installed in the new Frisco RA. 

We now have possession of the space and will move in on 3/31/06. The CMP buildout will be on 3/24/06. 

The address is: 

The phone demarc within our space is in room ! 1 

I would like to be notified in advance re installation so I can plan to be tiiere. j , 

Is the circuit provided by | ] do the install or wilt | J be involved? “ 


2801 Netwo rk Blv 

Suite !"^""! 

Frisco, TX 75034 


49 


From: . 

1 


Sent: 


2Eri2;54 PM 

To: 

1 

lOTD) (FBI) 

Subject: 

Pen question.. 



UNCLASSIFIED 

NON-RECORD 


I'm not sure if this is your area, but maybe you can point me in the right direction. 

My SSA has asked ahmi t how to han dift ELSUR issues as it relates to the DCS3000 and pen data. Even though 
the data is uploaded onto l I the original pen stuff still sits on the DCS computer. Is there any 

procedure/policy in place to preserve this data for ELSUR purposes????? 

Thanks, 


fob 

b7C 


UNCLASSIFIED 



SEpfcT 


From: , I b s) (FBI) 

Sent: FriHav Marnh 1fl ?npfi 9-97 PM 

To; I I (OTD) (FBI) 

Subject: / RE; Pen question.. 


UNCLASSIFIED 

NON-RECORD 


Cool. Thanks. 


— Original 

From: | l (OTD)CFBI) 

Sent: l-'ridav. Marrh TTTTftn fi i:36 PM 

To: I l (BS) (FBI) 

Cc: 1 b TD^ (FBI) 

Subject: RE; Pen question.. 

UNCLASSIFIED b6 

NON-RECORD b7C 


H I 

~~l s actually working on a document to answer that question right now. He is calling it a "best practices" 
procedure. When he is done, i'll make sure you get a copy sent your way. 

Please let one of us know if you have any other questions. 




— Ori ginal Message 

From: f IbS) (FBI) 

Sent: ' j-nrlav Marrh til ^l lllk 12:54 PM 
To: I I (OTD) (FBI) 

Subjea: Pen question.. 

UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


I 

I'm not sure if this is your area, but maybe you can point me in the right direction. 

My SSA has asked about how w e are to handle ELS UR issues as it relates to the DCS3000 and pen data. Even 
though the data is uploaded onto| |the original pen stuff still sits on the DCS computer. Is there 

any procedure/policy in place to preserve this d^ta tor ELSUR purposes????? 

Thanks, 

^ 


UNCLASSIFIED 


SEpl^I 


52 



I (OTD) (FBI) 

March 2 2. 2006 8:59 £ 
I (OTD) (FBI)! 


FW; IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Please coordinate a response to|, 


aw message and ascertain your costs associated with the listed systems/projects. Please provide this 
Iby Thursday. 3/23/06. 


lease assisti Iwith a coordinated response to I 
! Thanks. ■ ■ 


I Note deadline of 3/24/06. Reminders as 


Te/ecommunicat/ons Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


— Original Messa ge-— 

From: I I' orm (FBI) 

Sent! Tuesday, March 21. 2006 4:11 PM 

I (P 

(FBIJ I faTb) (FBiil. 

CC! I r iTD) (FBiC 

I l (OTD) (F8I)|_ 

Subject: IT Information Request - NeedeST 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 



54 


To: jb'7c 

Cc: 

1 IfOTDWFpil 

”! HtD) (FBI) 

1 — T(^TD)(FB1);F 

_JOTD) (FBI)I 

Subject: 

(OTD) (FBI) ' 

FW: IT Information Request - Needed by Friday 3/24 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


|Can you assist this effort by helping to define what is being a 
le more specifics. Tks. 


d for? I've already requested thatf 


I ^lecommunications Intercept 
Electronic Surveillance Technology Section 
Operational Technology Division 


and Collection Technology Unit (TICTU) 


be 

b7C 


] 


JOTD) (ft.,,, 

FW: IT Information Request - Needed by Friday 3/24 


(fbdC 

J(OTD) (FBI) 


□ (OTD)(FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I I Please coordinate a response to^ 


be 

b7C 


All, piopgQ COO hoinu/ message and ascertain your costs associated with the listed systems/projects. Please provide this 
info to I p y Thursday, 3/23/06. 

I T Please assist | l^rith a coordinated response tc| | Note deadline of 3/24/06. Reminders as 

necessary. Thanks. ’ ' 


I eiecommunications intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


— Original 

From: 

Sent: 


n(OTD) (FBI) 
!E2flfl6 4:ll PM 


|(OTD) ( FBI)J 


b6 

b7c 


|uest - Needed by Friday 3/24 


(FBI)j 


HoTD) (FBI)£ 


[otd) (FwT" 




JTJTD) (F8I)C 
IOTP) 


□ (ITD) 


□(OTD) (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 





JiOTD)(FBI) 

□ (OTD) (FBI)r 


SENSITIVE BUT UNCLASSIFIED fog 
NON-RECORD b7s 


^1 don't see the DCS 5000 on the list — 

I Iwould be the POC for the DCS 6000 


— Original Messat 

From: I 

Sent: 


I OTP) (FBI) 

Wednesday, March 22, 2006 9:20 AM_ 

, fOTDI (F BI)CZ 
»?OTD^ (FBI)r_ 

FW: IT Information Request - Neeaea d 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


□=ls see below. 


)u assist this effort by helping to define what is being asked for? I've already requested thatl | 

provide more specifics. Tks. * * 


leiecommunicalions Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division ^ 


alMaccanP- 

I - loi 


Sent Wednesday. March 2 2. 2006 S:h 9AM 

To: I ZJOSP) (FBI) J .. 

Cc: I l (OTD) (fiBll f 

Subject: FW: IT Information Request - Needed by Frida 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I j piease coordinate a response to| 


jessage and ascertain your costs associated with the listed systems/projects. Please provide 
py Thursday, 3/23/06. 


is | | n/ith a coordinated response t< 





Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


Qua^|j52t^!jai2i^ 



Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the 
OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, please 
determine or estimate as best you can the cost of the hardware, software, and the development work for the interface 
to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National Security 
Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an estimate by 
Friday 3/24. 



Thanks, 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 




From: 

Sent: 

To: he 

hic 


Cc: 

Subject: 


HoTD) (FBI) 


Wednesday, March 22. 2006 10:57 AM _ 

bTPWFBIli 


"Inxm rFRivr 


J<5TD) ^pIi 


' l-W: 1 1 IntbrmMioh 


Sfl] 

JOTI 

rRequ< 


TOTuri 

') (fbiT 


^mm\ 


Jtctc 


,OTD) (COH] 

fequest - Needed by Friday 3/24 


[OTOJI] 

I {FBI)[ 


J(OTD) (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis see below. 


' luiyujl'ilii'iunnirei'i!, Iiiiuiuuu^and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division g 

Qu yr i m V i rfl i n i a ^ 


— Original Mess age — 

From! I l OTDt (FBI) 

Sent: Wednesday. M arch 22, 2006 9:28 AM 

To: I r oTD^ (FBI) 

Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


[ZZ] 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks. 

EUrZI 


— OriginalMessa2e;;;;^_^ 

Frx>m: I H fOTP^ (FBI) „ 

Sent: Wprinp«idav. March 7 7. 7006 9:14 AM bo 

To: I l OTDI (FBI) b7C 

Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I I nCTU personnel have asked that you specify what time period you are inquiring about, as well as defining what 
you consider IT to be. Are you asking about costs from the inception of projects that could date back years, or 
something else? Thanks. 


[ 


] 



60 






SEmEJ 


■ bledronic yun/eillance I eSTnology yedion 
Operational Technology Division 


3uantico. Virginia 


hb 

hlC 



](OTD) (FBI); 


Subject: IT Information Request - Needed by Friday 3/24 


SEMSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 


DCS 3000 - IT Interface 


fo2 

b7E 


Thanks, 


^ELSUft Management Technology Unit 
Electronic Surugiiianrc T achnoinov Section, OTD 
Phone: 7nnl 1 1^2 


Cell: 

Fax: 


cn 


foe 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 


Subject: 


ZiOTD) (FBI) 

c 


□(OTD){CON) 


Marnh ?Q 2006 8:15 AM 
IfQTP^ (FBI) 
~CG^ (CONf 


(ITD) (COn F 
FW: Timing Devices tor Chicago 


J(OTD) (CON) 


□CG) (FBI):[] 


SENSITIVE BUT UNCLASSIFIED j. 
NON-RECORD ^ 


I 1 

Chicago will be moving their offices starting sometime late April or early May. Is it necessary that the time source for the DCS3000 
network be replicated in the new building before the time source in the old building is turned off (and possibly moved)? Is there any 
other equipment that would have to be replicated in the new building so continuity of service is maintained? 

Thanks, 



](CG) (FBOr 


NON-RECORD 


I for the for the entire DCS3000 network l^ ^ from ERF wo uld be able to 

answer this question better as the reason it exists is primarily for them (We use it as d Tor our DCS3000 

and I believe VoiceBox as well). My initial guess would be yes it needs to be replicate l * 


lb 6 
b7C 


SENSITIVE BUT UNCLASSIFIED b2 

NON-RECORD fo7E 

□ 

We were discussing some of the ancillary devices that may n eed to be inst all in the new building b efore everyth ing moves 
over so you can conduct y our paralle l ops. I know you have 4 jsystem associated with th J I'current lv 

sitting in the cabinet by the j ^ but there is another ^ p ystem sitting in the ton slot o l I n the 

Frame Room. What does mis provide timing for, and does it need to be replicated in the new building before everything 
moves over? 


—Original Message — 


-Origii 

m:r 


2006 2:45 PI 
_3cg) (CC 


Subject: Timing Devices for Chicago 



lET 


1°TD|(FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


□(CG) (FBI) 


Wednesday. March 29 . 2006 1:15 PM 

\ IfOTD) (FBH ^ 

\ I CG) (FBI): I 

RE: Chicago circuits to move or not move for DCS-3000 


]dG) (CON) 


UNCLASSIFIED 

NON-RECORD 


That sounds like a good olan l I Should we order new circuits fo l I and Us | p urselves? Are these ]j ^2 
inputs that you are distributing throughout the field or are Uiese just for Chicago use? — i ^ 


□ 

Sincerely, 


Chi cago Divisi on 
312\ WUce 

312\ hell 


be 

b7C 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


Message — 

I Ir OTD^ (FBI) 

Wednesday. Mar ch 29, ?nnfi in ns am 

^ "" 

Chicago circuits to move or not move for DCS-3000 


IfCGUC ON) 

Ir OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD be b2 

b7C b7E 

I 

We reviewe d vour s heet about the Chica go circui ts. Th tj "Tcircuit is no longer needed, but the other two a re still 
in use. The | { circuit is obviously for j { and the U.s j | 

We have ordered your new circuit for DCSNET and will run it in parallel with the old service for your transition. We wilt 
send you a plan as to how this will work. There will be some ip addressing changes, but everything should still 
function normally in both locations. 


Please let me know if you have any questions on any of this. 



UNCLASSIFIED 


to 6 


b7C 


UNCLASSIFIED 
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UNCLASSIFIED 

NON-RECORD 


OK, we'll add them to our next order. 



Chi cago Divisi on 
312\ ^£Sce 

3ld hell 



He, | 1 

Yes, please order the replacement circuits. Th l l ircuit is shared with the rest of the field, but I’m not sure who 
all is using the other one. Either way, though, we don't currently have the budget to take over those circuits. 


thanks! 


□ 



UNCLASSIFIED 

NON-RECORD 




Sincerely, 


Ch icago Divisio n 
312. ffice 

312 ell 


UNCLASSIFIED 

NON-RECORD 


ICGUCON) 

r OTD) (FBI) 
;forIX3-3000 


We reviewed your shee t about th e Chicago circuits. Thel c ircuit is nn innnor needed, but the other 

two are still in use. The | T :ircuit is obviously fo ^ ^ nd the U.S. | [ circuit to Lombard is used 

We have ordered your new circuit for DCSNET and will run it in parallel with the old service for your transition. 
We will send you a plan as to how this will work. There will be some ip addressing changes, but everything 
should still function normally in both locations. 

Please let me know if you have any questions on any of this. 


66 




Report of non-networked IT CPUs at OTD with MS software 


CPU Type 

MS Office 

MS Project 

MS Visio 

MS Other 

Server OS 

Computer 

Usage 

Desktop 

2 

0 

3 

125 

0 

DCS 3000 

Laptop 

1 

0 

0 

30 

0 

DCS 3000 

Server 

0 

0 

0 

15 

30 

DCS 3000 


UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Hello y'all - I'm seeking your advice to hopefully save a lot ofworl^ bn ET in Dallas, lust returned 

from Security training and has been designated the computer/network security person tor our Division (ISSO?). He 
advised that HQ has mandated that he obtain all sorts of info from our systems/networks i.e: DCS 1000, DCS 3000, DCS 
5000, DCS 6000 etc. 

I I vants an accounting for all of the systems we, as TTAs & DCSPs, maintain. He wants to have diagrams, 
schematics, charts etc on what we have and how everything is connected. He wants lists of all of the general users and all 
of the limited/admin users. 

be. 

Is this duplicating what has already been done @ ERF w/ the security certification for each system? Or is there a 
new mandate to have this info on file w/ the specifics for each individual field office? 


I l also discussed restrictions regarding contractors and non employees working on, touching our systems. 

He even mentioned the phone company installers when they come to install/troubleshoot circuits etc. My understanding 
from this conversation is that they are not suppose to bring in computers, test equipment, etc that have memory etc. We 
are suppose to supply the computers/equipment for them to use. fc' 


I know that when JSI comes to install our new Vp iceBox. the week after next, that they will have their own b7c 
cnmnuters flash drives etc. I know that whe rj Iwas iu st here to upgrade our database they brought in laptops. 

I n installers bring in test equipment & laptops. ! k ill have equipment to test the new DCS 3000 network 

connection in the new Frisco RA in the next couple of weeks. 


low can we best handle this situation? Do I need to get a copies of the certification documents from ERF to give 
t j b r should we just walk him through our syste m and have him mak e dianrams i<j there something in writing that I 
can read to better understand what I have to do when, P |JSl{ etc come into our space? 


Any advice, comments etc would be helpful. 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 



From: 

Sent: 

To: 

Subject: 


I I (OTP) (FBI) 

Monday. April 24. 200 6 2:41 PM _ 


FW: DCS 3000 Security AccreditaflBTT 


JOTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Original 

From: 

Sent: 

To: 

Subject: 


Mess^iea 


I ~J OTO) (FBI) 

DCS 3000 Security Accreditation 


UNCLASSIFIED 

NON-RECORD 


lb 6 
b7C 


I I re my previous email re | | Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an 
electronic copy & 1 will provide it to him. 

Thanks 


UNCLASSIFIED 

UNCLASSIFIED 


S^ET 
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DCS-3000 Tier EC 
05012006.wpd ... 


UNCLASSIFIED 


SE^T 


70 



UNCLASSIFIED 

NON-RECORD 


Office; 703j_ 
Cell: 202C 
Pager: 88ftl 


— Original Mess 

From: | 

Sent: 


I (SF) (FBI) 

/. May 04. 2006 2:23 PM 
l(OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Oakland RA also through the channel bank. 


Js_aJW1R with two serial connectors (15 pin). One connects to San 

t^ard with a 37 pin serial connection, and the other connects to the 


Looking at your dia gram. I was wondering if after l I determihes their circuit is good, the 2610 router ca n be elimina ted 
in Concord and the | p ircuit merely cross connected to the circuit card coming from the Concord RA to I I The 

Concord RA is maihiy a Wmte collar squad and has no real need of a DCS3000 workstation. But, we'll do whatever you've 
worked out. Let me know. 


UNCLASSIFIED 

NON-RECORD 


i am attac hing a diagram of what we anticipate going to for your DCS configuration. With the new circuit between 
I t nd Concord we can make a ring so to speak with routers and provide redundancy for all three places 

Involved. We need to know however how you are connecting to your T1s. You mentione a ‘"b eing connected 
to a channel bank in what I assume is a serial port. We need to know what kind of interface cards to include with the 
routers we send out. We intend to replace the router you have now, I think it is a 1610 with 2610 and 2621s. 


< File: SF DCSnetppt > 



— Ori ginal Message 

From: < 

Sent: Wednesday 


^^(SF) (FBI) 

May Q3 . 2006 3:02 PM 
“□(OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


idl I but I'm sure 
: at ouf i b ff-S 


- — Ori ginal Message— 

From: 1 

Sent: _ Friday Anril n 


UNCLASSIFIED 

NON-RECORD 


I wasn't in town when i I nstalle d tha T-1 nirriijit nn thp Connnrd RA . | went to check on it the other day and 
couldn't find anything clearly tagged. I I the circuit th at was insta lled in the RA. If it 

is, can I use a cross over cable and plug it into the T-1 I had nnade from the RA to th i H off-Ritp? And if 
so, will this terminate in a new separate router? Let me know when you get a moment. Thanks! 


UNCLASSIFIED 



From: 

Sent: ^*5 

To: ’b7c 

Subject: 


I I'OTP^ (FBI) 

Friday, Mav 05. 20061 1:31 AM 
I l (OTD) (FBI) 

FW: CISCO Routers 


UNCLASSIFIED 

NON-RECORD 


— Original Mess 

From: 

Sent: 

To: 


Subject CISCO Routers 


UNCL ASS IFIED 

NON-RECORD 


] (OTD) (FBI)[ 


](OTD)(FBI);[ 


lb 6 
b7C 


FYI! 

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we 
thought we would send it your way. This buiietin refers to counterfeit parts within the routers. 

We have the same 2600 series CISCO router (2610XM) installed for our DCS3000 unit. We have not verified the part 
numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do 
you have any guidance on checking inside the router without taking it down? 


Kansgggj(Y , 

m l I b6 

lb7C 


FIN-06-118-01.pdf 
(696 KB) 


UNCLASSIFIED 


UNCLASSIFIED 
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Below are: (1) The section of the EC indicating the systems that need to be represented and (2) the instructions for 
participation in the desktop exercise. 

If any of the systems do not have an ATO or they are unknown, or you are not the appropriate POC, please indicate so in a 
response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post-exercise. 

This exercise should take no longer than 15-30 minutes to complete. The exercise documentation is due to me NLT 12:00 
noon, Tuesday. 10MAY2006 : 


"Set Lead 25: (Action) 
OPERATIONAL TECHNOLOGY 
AT QUANTICO. VA 


Provide the names and phone numbers of the designated representetivas nf "raffT Fn«S, 
CPUs," "Centra S 6_rver/SvmDo sium." "Cl NET." "CMPNET," "CSOCI Lp< 


6000," “DCS NET, I | "Director MAt" “foms ” "frff "f 

"LV-NLMRS," "Omnflocf'!M." "PSU ^RMS," TPFTT^ 

LAN." "TPDU ETL/CSL," "TPDU Internet U h, "TRU(SBU)," "T 


'CARTSAN," "CEAU SCIF 
ICS 3000, " "DCS 5 000." "DCS 
EOlSS." 1— ^ "JDJSS." 

TOU 


L yops," "WIT y r.r. - and 


20 


■APNET,"| [tWS," "m 

jipate in this Exercise no later than April l4. 2(}0b to SS/Q 


'ITTMMD 


□ 


EXERCISE INSTRUCTIONS : 

1. Review the scenario's (choose the scenario that best applies to your system(s)). (The questions accompanying the 
scenario’s are just for you to consider when addressing the scenario - no response to the scenario questions is 
necessary). 

2. Review/refer to the Incident Response Plan (IRP) - SBU-Net and FBI-Net systems: Section 9.4 of your respective IRP; 
CJIS systems: appropriate Section(s) of your IRP. 

3. Fill-in the "Exercise Activity Log" - (the date and time will be the actual date and time you receive this e-mail. The first 
activity block is the scenario. Subsequent entries will address date/time and activities you performed when reacting to the 
scenario). 

4. Fill-in the "FBI Exercise Incident Report" - the date and time will be the actual date and time you receive this e-mail. 
Only fill-in as much information as you need to and are capable to. Not all blocks are expected to be filled-in, although 
they may if you know the information - it's up to you how much detail is provided.) 


5. All Exercise Responses (Incident Reports, Exercise Activity Logs) are due NO LATER THAN 12:00 Noon. Tuesday, 
May 10. 2006 . 


POST-EXERCISE INSTRUCTIONS : 

1 . Review Lessons Learned material 


2. Complete Lessons Learned documentation 

3. E-mail Lessons Learned material to | b o later than 12:00 noon. Mav 10. 2006 . 

Please contact me via telephone with any questions that you may have, keeping in mind that 1 am one-deep and there are 
multiple participants. Please retain the I RP. This is a living documen t, so make any/all adjustments to it, turn “track 
changes" on, and send those changes tc^ |for configuration management of the master document. 

1 will return the updated document to you witn tne cnanges. i ms snould become a cyclic process as changes occur. 


I l(OTD) (FBI) 

Monday. Mav15. 2006 3:08 PM 
I IfOTD) (FBI) 

TW: IPv6 Request ' 


Application 
nventory template. 


SENSITIVE BUT UNCLASSIFIED 


I think the TMD and possibly our web page will fall into this catagory. Look at the template and fill it in if you can. I 
believe it 

is due bv GOB tl^ 16th. I am sending this e-mail so I don't forget tomorrow. The following quote from the e-mail sent by 
I I These requests pertain to hardware/applications which are part of the backbone (FBINet), connecting 

to FBINet. or 

connecting to other government agencies that would be impacted by the transition from an IPv4 to IPv6 addressing 
scheme.", lead 

me to believe the DCSNET and DCS3000 are exempt {thank goodness). 


|^TD)(FBI);[_ 
J(OTD) (CON) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


To All, 

Seems it has been a while since you have seen this, but please send me your answers no later than COB tomorrow. 
For any positive responses, please use the template; any negative, just respond back to me as so. Thanks. 


remind me of this task (I do not think it has been completed yet). Thanks. 


CZD 





I l(OTD) (FBI) 

Thursday June 22, 2006 3:35 PM 
I lOTD) (FBI) ■ 

I ^ (OTD) (FBI):| 

(OTD)(FBl) 

GALEA Numbers 


Here are the GALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 1) new 
lines added in GY 2006, and 2) lines intercepted in GY 2006. 



Note these numbers are for GALEA-enabled intercepts supported by the DGS-3000 system. The T-50 numbers will 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 
numbers. 


DEraVEQJROM: Multiple SowCgs 
DECLASSIFlOmOliHEXEMPTION 1 
SECREDtf*eF5RN 



From: I r OTD^ (FBI) 

Sent: be .Friday. June 23, 2QQS 1:14 pm 

To: b7c I I (OTP) (FBI) 

Subject: FW: Drawing for Chicago 


UNCLASSIFIED 

NON-RECORD 


— Original Mes ^oe — 

From: I I fCG^ (CON) 

Sent: Wprinp'viav. liinR 14 . 2006 11:36 AM 

To: I , _ K OTD) (FBI) 

Subject: Drawing for Chicago log 

b7C 

UNCLASSIFIED 

NON-RECORD 


I I Here is the drawing for our Annex DCS3000 connectivity. 


Thanks, 



ELSUR Technology Management Unit (ETMU) 
Ele ctronic Surv eillance Technology Section, OTD 
312^ [Desk) 

^Cell) .. 


UNCLASSIFIED 

UNCLASSIFIED 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


All, 

This is to recap the discussion/test that we did on the VB this morning. First, the problem statement: 

, lb2 

Incoming calls where both target and associate are within the same switch for | p iay only fo 7 E 

populate the GALEA Temination Attempt message "Calling Party” identification held with the 

MIN (Mobile Identification Number). The MIN is not guarnteed to be the calling party's phone number 

(it is a valid 10 digit number) and is being populated in the VB as the CALLING PARTY’S phone number. 

Through ] [ analysis, it is seen that the subsequent "Network Signal" message has within it a "CALLING 
PARTY" Tieia with the caller id of the calling party. This has come up in several cases and specifically I have 
had several conversations with the Chicago FO about the affect this has on their Title Ill's and requests for 
potential pens off this FALSE information. 


The DCS 3000 currently looks for the "Calling Part 
addressed with JSI for the VB an d p or th( 


Calling DN field only. This problem should be |..,2 


□ 


SENSITIVE BUT UNCLASSIFIED 


SE^T 


83 


I I (OTD) (FBI) 

■ It)ur?daY, July 27, me 8;07 am 
I r OTD) (FBI) 

FW: DCS-3000 redundancy 


UNCLASSIFIED 

NON-RECORD 



I |(BS) (CON) 

_IlMSdaiLJuk2L2006 8:06 AM 
I I (OTD) (FBI) 

RE: DCS-3000 redundancy 


|l have noted the contact changes, as 


UNCLASSIFIED 

NON-RECORD 


More stuff for you 


J(OTD) (FBI) 

' li'rMav ImI» Jimfi 1:25 PM 

I (FBI) 

DCS-3000 redundancy 


UNCLASSIFIED 

NON-RECORD 


We here in the TICTU SBIT lab are beginning an initiative to add redundant point to point circuits throughout the field 
to ensure maximum up-time of the DCS-3000 system. We need to verify the information ( am attaching to this email 
before arranging for additional T 1 service to your field office. Your name is listed in our files as the primary or alternate 
point of contact for the DCSnet in your field office. Please review the "Originating Location Information", and any notes 
that may apply to an additional T1 installation into your office. If the contact information or any of the data is incorrect, 
please advise in an email so we may make changes to our system. The attached files are copies o f old installation 
requests and will not be used again, new ones will be created after verification of data, I understancj |s 



S^ET 


no longer there, please advise primary and alternate POCs for DCSnet in your division, thx. 
« File; dcsnl 4-boston. wpd » 

Thank You 


c 


TICTUTSBrr 
Office: 7Q2L 
Cell: 2021 ^ 
Pager: 88C~ 


5 


Id 2 
Id 6 
b7C 
b7E 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 



From! I I fOTDUCON’l 

Sent: Monday, July 31, 2006 7: 24 AM 

To: I K ecD^ (FBI) 

Subject: RE; Contingency plan information 

SESffEfmsFSSSC 



Attached is our contingency plan. It is setup as a guideline fo r the individ ual sites to follow in the creation of their own 
contingency plan. At the ERF, we have a working copy of the | ^system. T his system is not a production 
system as it is only used for development. Should it go down asecono i S ystem is located in the CSOC. 

That system can serve as a backup in the event ERF or some other site goes down. I don't know that this plan has 
been fully tested as it would require re-provisioning phone lines (read cost money). 



S^ET 







We need a test contingency plan for the DCS 3000 system. I will provide you the 
training information and we need to test this plan asap. Therefore, one day next week. 
The auditors are here and are looking for documentation for a tested contingency plan 
for this system. 

foe 

b7C 


Thanks , 



Original^Messageil^^^^^ 

From: I I fOTDkCON^ 

Sent: Nlonrlav. 1ljIv74. AM 

To: I ^(SecDUFBD 

Subject: FW: Contingency plan information 

UNCLASSIFIED 

NON-RECQRD 



Exactly what do you need concerning the DCS 5000? If you have a pony that would be nice. 



Subject: FW: Contingency plan information 


UNCLASSIFIED 

NON-RECORD 



Can your ISSO provide the information requested for the DCS-3000? 


Thnx, 



# se'^t # 

Cc: I l OTD) (CON)| tOT0) (FBI) J | OTD) (FBI) 

Subject: life: Contingency plan information ' 

UNCLASSIFIED 

NON-RECORD 

lo7C 


1 need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 


be 


h"!C 


Thank__^o\^ 




—"Original Mes ^qe — 

xnru 


□:OTD) (FBI) 


Monday. J uly 17, 2006 12:12 PM 
k ^cD) (FB^ 


.PTD)(C0N)^ 

(OTO) (FBI) 


E: Contingency plan information 


UNCLASSIFIED 

NON-RECORD 


JoTD) (CON);[ 


]0TD) (FBI)[ 


] 


Per our phonecon - I b the ISSO for the systems in question. I'm sure 

he will be able to provide anything you need. Though I believe that he may be out of the 
office at least part of this week. 


ELSUR Technology ivtanagement Unit (ETMU) 
b 7 c Electronic Surveillance Technology Section (ESTS) 

Operational Technology Division (OTD) 

ERF, Qua 
Tel: (703) 

Celi:(202> 

Fax: (703) 


ntlCQ-VA, 


Original Mes sage 

From: I I secO) (FBI) 

Sent: ^ Monday. July 17. 20Q6 ^ :26 AM 

Subject: Contingency plan information 

UNCLASSIFIED 

NON-RECORD 


I need contingency plan results for the following systems : 


88 


SE^T 


Data Collection System 3000 
Data Collection System 5000 



SE^T 

Thanks^_ 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


DERIVED FROM: G-3 FBIC 
DECLASSIFY ON: 2031073-L 
SECRET//NO~~"^ 


iation Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 


DERIVED FROM: G- 3 FBt-Clas sification G iiiria 0.3 dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20310731! " 

SECRET/ZNO^Orilil 


[bd 1/97. Foreign Counterintelligence Investigations 










From: 

Sent: 

To: 

Subject; 


I](MO) (FBI) 


Monday August 28 2p06 3:53 PM 


UNCLASSIFIED 

NON-RECORD 


I I I am still planning 

other, should have them up 


"miLE DIVISION ' 

TECHNICAL A DVISOR 

DESK—asin 
cELL—asin 


on setting them up. I hayp nnnp from one fire to the 
later this week. Thanks . \ \ 

be 

b 7 C 


Original Message- 

From; [ 


a 3TD) (FBI) 
006 1:>19 PM 

To: I ~i (MO)(FBI) 

Subject: RE: Task Force setup 

UNCLASSIFIED j 

NON-RECORD 


»°» l I 

Are you still planning to setup the JTTF machines? I can't ping them and haven’t heard anything. 

Please let me know if you need any assistance with the setup. 

thanks! 

I I be 

b 7 C 

— Ori ginal Message — 

From: I I (MO) (FBI) 

Sent; a.'.n'ncr'rr jnna 2:45 PM 

To; I D TD) (FBI) 

Subject: RE: Task Force setup 

b2 

UNCLASSIFIED b 7 E 

NON-RECORD 


aeeaici 

Thanks. 


I do not have a l I switch on my existing DCS -30 00. I have a 
'•-'rk mounted monitor, could you send a| Ijswi tch/cables? 


ated rack 


'MOBILE DIVISION ' 
TECHNICAL AmaSOB^ 
DESK—C2S1)\ 

CELL — C2S1) ' 


Me ^oe — 


^OTD) (FBI) 


SE^ET 


90 




• 

SE^T 

• 


Tuesdav. Auaust 15. 2006 1:28 PM 
IMO^ CFB71 

foe 


Subject: 

EOTD) (FBni 

Task Force setup 

3tD)(FK) fc7C 



UNCLASSIFIED 

NON-RECORD 


b6 

lb7C 


HevIZZl 

The equipment for your task force didn't make it out today, so it will be Thursday before you get it. We plan to 

a ck mount computer to go in your equipment room for your targeting computer, a pix fire wall, a nd a 
omputer with monitor to go in your monitoring room, do you have an available port on a | ^ for the 
computer? If so, do you need cables? 

sorry for the delay, please let me know if you have any questions. ,, .. 

I ^ 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



91 


From: 

Sent: 

To: fc7c 

Subject: 


■ I^QTm (FBI) 

Tuesday, September 19. 2006 3:&1£M. 

I I (OTD) (FBl I 

FW; Deployed systems 


](OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Guys, 

Can we get him an fairly accurate number using the database? Thoughts and comments. 

nn 

Original Message 

From: F loTD) (FBI) 

Sent: I uesdav. febtembef 'B. 2006 3:33 PM 

To: I I (OTD) (FBI) 

Subject: ueptoyea systems 

b7C 

UNCLASSIFIED 

NON-RECORD 


CZI 

Can you give me the total number of deployed dcs-3000 systems? I only need to know what is currently fielded. 
Thanks, 


' S ' ffice: 7 5.C 

CeU: 20: 


b2 

b6 

b7C 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


S|^T 


92 



From: 

Sent; 

To: 


□ (BH) (FBI) 


Subject: 


c 


Monday. September 25. 2006 12:30 

I (BH) (FBOE 

( MoiiEm n :: 


FW; Raytheon support. 


JOTD) (FBI) 


]BH) (FBI);|^ 


-I(BH) (FBI) 


(0Y6) (FBI); 


SENSITIVE BUT UNCLASSIFIED bS 

NON-RECORD 


This il the only email. I I contacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006 as a 

S e. * ^ 

f Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed from 
Huntsville RA t o push pen register data in real time to their DCS-3000 collection system. They will need real time 
data to send over to th a I classified system when they go up on their FlSURs, which is pending. | i s going to 

check with Quantico as for as the required bandwidth. ib,2 


I [ can you request from TICTU a circuit for Huntsville RA’s DCS-3000 for pen register data for the | j sy; 
an kI 


stem? 


can you get witi |for the requirements to push the pen register data to the| | Does! |ne« 

IMS request? ' ' I 1 


led to put in 


sC 


□ 


Technical Advisor - B^mingham Division 
Original Mess age — 

From: I I CHOi (CON) 

Sent: Thursday. September 3^ . 2006 11:53 AM 

— T) f CONTi~ 


^ (OTD) m 
TFotD) (F B!):!" 


Subject: 


RE: Kayineon supp6rt. 


|(BH)7FBTT 


I^(OTD)(FBIi_ 
IjorD) (FBI)f_ 


](KX) (FBI)[^ 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for the information. 


1 would also like to have a DCSP at the Knoxville and Huntsville sites to assist. This will help the Tech squad with their 
limited personnel available. If you could give me dates I will see that it is scheduled. I have listed below the DCSP available 
for each site. 


New Orle ans I 1 

Huntsville I I 

Knoxville | 


^3! 


mdh Iddft Hquad 

Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Op erational T echnology Division (OTD) 


— Original Message — 


93 


b2 

be 

b7C 



I f OTD^ (CON) 

WsMaLSSfitefflber 13, 2006 3:43 PM 

i n (HO) (CON), 

I ~ OTD) (FBI); | 

Raytheon support. 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


RET 


3 (OTD) (FBI) 


I have passed Huntsville and KnnyvillR tnl I for sites to have l 1 provide the Security upgrade support. 

Also, New Orleans will be upgraded by | b uring a visit they have scheduled for j system rbeckout. Bill 

mentioned th at the system th^ e may be a version behind in baseline load as well whir.ll Ivill upgrade. 

Please contac t t o coordinate the NO install if you want to have a DCSP present at that one. 


ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 

7031 KDesk) 

703| [FAX) 

540| {cell) 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


V / 


94 


SE^ET 


From; , . I l (BHHFBn 

Sent: ° Wednesday. October 04. 2006 1 1 :22 AM 

To: I KOTD HFBn 

Cc: f I (BH) (FBI) 

Subject: RE: Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please designate Huntsville RA as Birmingham's COOP. Let me know if I need to submit an RMS...TKS cdb. We will be 
going up on line in the Huntsville RA soon. What would be the time delay to get a circuit installed? We could use a dial-up 
that already is there in the interim... cdb. 


l(OTD) (FBI) 

tnhPr ni 2006 10:59 AM 

fl BHI (FBI) 

t OTDI (FB1); | 
in support. 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I talked with | { this morning and got the scoop. It sounds like there will be enough activity in Huntsville to justify 
building a plrMShlnt circuit. Have we already talked about a COOP site for Birmingham division? If not... As we get 
funding available, we'are building a circuit to a COOP site for each division, usually to one of the RAs. If you want to 
designate Huntsville as your COOP site, then we can build the circuit in about 30-45 days. If the order comes in 
before that, we can help setup a dialup. 

Please let me know what you decide. 


j thanKal ^ 


--Onginal Message---- 

From; I t SHl (FBI) 

Sent: Monday, September 25. 2 006 12:30 PM 

To: I irsHUPBILl 

m * | (OTD)(FBiT 

Subject: FW; Raytheon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


' inis IS the only email. | Icontacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006 

as a St art time. * ' 

I I lf Quantico will not fund the circuit (we vwll try that first), then Birmingham division will need a circuit installed 
from here to Huntsville RA to push pe n register d ata in real time to their DCS-3000 collection system. They will 
need rea l time da ta to send over to th j ^ classified system when they go up on their FlSURs, which is 
pending. | | s going to check with Uuantico as for as the required bandwidth. 

a can you request from TICTU a circuit for Huntsville RA’s DCS-3000 for pen register data for the | ~1 
em? y k 


y ean you get witti | | for the requirements to push the pen register data to thel 
n an RMS request 


— Original Message 

From: I 

Sent; * "ffiu ' ti5Tav; ^ 


[Birmingham Division 
h o) (CON) 

tember l4 . 2006 U:53 AM 
I (OTP) ( CON)I 


Subject: RE: Rayttieon support. 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for the information. 


I would also like to have a DCSP at the Knoxville and Huntsville sites to assist. This will help the Tech squad with 
their limited personnel available. If you could give me dates I will see that it is scheduled. I have listed below the 
DCSP available for each site. 


Houston Tech Squad (SO-1) 

Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
O perational Te chnology Division (OTD) 

71 : Desk) 

71 ; -ax) 

83; Dell) 


— Original Mess; 

From: 

Serin 


i (OTP) (CON) 

Wedn esday. September 13, 2006 3:43 PM 

[(HO) (CON)^ 

[OTD) (FBI): l t (OTD) (FBI) 

Kaydieon support. 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I have passed Huntsville and Knoxville t d 
support. Also New Orleans will be upgraded byj 
checkQutl t nentioned that the syste m there n 
I [ will upgrade. Please contact I ~ 

preseru at that one. 


iv j [ provide the Security upgrade 

1 visit tney nave scheduled for a system 


echnoiogy Management Unit 
- Surv eillance Technology Section, OTD 
[Desk) 

[FAX) 

[Cell) 


96 


From: 

Sent: 

To: 


Subject: 


WfiHnP<iHav nr.fnher04 1>11 PM 

I l(OTD) (FRI):I hjD) (FRI) I 

, l(QTD) 


_J(OTD) (FBI);^ 

IQTD) (CON): 

I |{OTpHCON)l tlIU)(CON)I 1 

KOTDWFBD.f l/OJD)fCON)J IMD) 

(CON): I ft 

r TotdTTCSnT 

KOTDHFBDl 


(OTD)(CON:r 

”l(OTD)(FBI):l 

l(OTD)(CON):l 

I hrm fFROi 

KOTD) (FBI)l 


(CON)I ^ 

□ (OTD)(CON):l 

ifOTD) (FBI):l I 

I (OTD) (FBl)i— 

I(OTD)(CON)J 


r |OTD)(FBI)| 

|UIUHhyi)l I 





I ICTDT 

™ b'mi/coNil 'I 

(O I U) (FBI)I 

r “^OTDWFBhf^ 

tan — ^ 

, ILL 

l(OTD)(CON):^ 

:J(0TD) (FBI) 

, i 

l(OTD) 


FW; Immediate action required! 


Importance: High 

Follow Up Flag: Read 

Flag Status: Flagged 


UNCLASSIFIED 

NON-RECORD 

b7C 

Please se ^ ^ -mail below. Thanks. 

I I 

OT D/ESTS/TICTU 

7031 I 

— Ch'iginal 

From: I l(OTD) (FBI) 

Sent ‘ Wednesday, :n? AM 

To: I ^^I (OTD) (CON) 

Subject: immeaiate action requiredi 

Importance: High 

UNCLASSIFIED 
NON-RECORD ^ 


□ please forward to the Unit. 

All. 

In an effort to answer a FOIA request, I am requesting that all TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 30 00" and p cS3000" 
(variations of the same term). If a document or e-mail is located print it and bring the hard copy to| [for compilation. 


need this accomplished ASAP. If there is a negative response - 1 need that also. 




UNCLASSIFIED SENSITIVE *** 


REDHOOK 


REDHOOK is an ■ FBI-funded, multi-agency effort to: 

• Develop a law enforcement capability to intercept and 
process Basic Rate ISDN signals. (ISDN, or Integrated 
Services Digital Network, is a telecommunications industry 
vision of a network which provides end-to-end digital 
transmission for voice and data services. Basic Rate refers 
to the delivery- method for the first phase of ISDN which is 
beginning to be used by subscribers and small businesses for 
voice/data/fax applications.) 

• Develop a law enforcement ISDN intercept standard. 

The project team is made-up of law enforcement representatives 
from Federal, as well as State and local law enforcement 
agencies, including FBI, DEA, Customs, Florida Department of Law 
Enforcement, and others. 


There is a need to continue the research and development efforts 
with regard to REDHOOK in order to provide some enhancements and 
to complete a production run (note: the product is in a prototype 
phase now) . Some of the enhancements include: 


• Supporting 

• Supporting 

• Supporting 

• Supporting 

• Supporting 

• Supporting 


b2 

fo7E 


ALL IMFOPMATIOH COKTAIHED 

HE PI III IS mJCLASSIFIED 

DATE 06-07-2007 BY 65179 DHH/TAH/K3R/aB 


UNCLASSIFIED SENSITIVE 




(SI 

(S) r<£ 


In response to your request for technical assistance in conducting an urgent interception of ISDN 


telecommunications, I am initialing a process for providing you with a R] 

( S) pfeviously agreed. In fact, my staff has been working with your colleaguj 
to complete the documentation required to legally effect the transfer, 




Inasmuch as this process requires that the FBI obtain an export license from the U. S. Department 
of State, which requires concurrence from the U. S. Department of Defense and the National 
Security Agency, this process can be lengthy. However, I assure you that we will make every 
effort to ensure that this request is handled in an expeditious manner. 

Regarding your request for more information on the j Ip rojects. I , 

would like to invite appropriate members of your staff to visit our research facility at Quantico to b7E 
participate in discussions regarding the direction of these projects and the possibility of 
cooperation between our agencies in this critical area. 

I hope that this response addresses our requests, and I look forward to hearing from you in the 
near future 


Sincerely 

Edward L. Allen 
Deputy Assistant Director 
Federal Bureau of Investigation 


DATE: 06-Q7-2007 

CLASSIFIED BY 65179 DJIH/TAH/KSR/JB 
REASOir: 1.4 (b) 

DECLASSIFf OH: 06-07-2032 



ALL IHFOBHATION COJITAIHED 
HEPEIH IS DIICLASSIFIED EXCEPT 
TjJHEPE SHOWI 0THEOTI3E. 



REDHOOK - ISDN-BRI Intercept 


In October, 1991 the FBI began a effort, to isolate and intercept ISDN- 
Basic Rate on the subscriber’s l ocal loop. This effort, codenamed REDHOOK. 
resulted in the development of a l 1 

I n In November, 1994, the contractor delivered a prototype 

system to the FBI for evaluation. Also, during this phase, the National Institutes 
of Standards and Technology (NIST) participated in the development of a 
National Law Enforcement Standard for ISDN intercept equipment. 


In October, 1995, the FBI initiated a follow-on phase of REDHOOK in 
order to 1) make the system more robust, and 2) add additional processing 
capabilities. New initiatives include: 


changing the hardware platform from a UNIX workstati on to a Pentium PC 
changing the output format for collected data to l If an FBI standard) format, b 2 

adding a capability for intercepting ISDN phones which are in a multi-point 
arrangement 

adding a capability to intercept and decode Northern Telecom Custom and 
National ISDN I protocols 

repairing deficiencies found in the prototype system during testing. 


In the future, the FBI is considering adding a capability to intercept and decode 
ISDN-PRI (Primary Rate Interface) to the REDHOOK system.. 


ALL IIFOPIIATION CONTAIHED 
HEEElff IS UNCLASSIFIED 

DATE 06-07-2007 BY 65179 DHH/TAH/K3R/JB 


From; 

Sent; 

To: 


rOTD) (CON) 


Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 



High 


Read 

Flagged 


UNCLASSIFIED 

NON-RECORD 


Please see | j e-mail below. Thanks. 



— Original Message — 

From: I tOTD) (FBI) 

Sent: ' WednesdaV, October U4, iUUt il:02 AM 

to: 1 I (OTD) (CON) 

Subject: immediate aaion required! 

Importance: High 

UNCLASSIFIED 

NON-RECORD 


be 

I ^ please forward to the Unit. ^ 

All, 

In an effort to answer a FOIA request, I am requesting that all TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 30 00" and '' DCS3Q0Q" 
(variations of the same term). If a document or e-mail is located print it and bring the hard copy tc ^ [ for compilation. 

I need this accomplished ASAP. If there is a negative response - 1 need that also. 

DATE: 06-07-2007 ALL IMFOPHATION COHTAOIED 

CLASSIFIED BY 6-5179 Dlffi/TAH/KSR/JB 1 HEEEIH IS DWCLA3SIFIED EXCEPT 




Thanks 


35A\ I 

Chief, Telecommunications Intercept & Collection Technology Unit 
Electronic Surveillance Technology Section 
Operational Technology.Dlwsion iKg 

ERF Quantico b7C 

7051 "liegk 


UNCLASSIFJED 

NON-RECORD 



(WFHFBI) 

^006 12:03 PM 
(OTD){FBI)r“ 


UNCLASSIFiED 

NON-RECORD 


Ihardline on 9/27/06. How will we collect the data for this line? 


— Original Message^ 

From: t 

Sent: '□OOH 


IWF) (FBI) 

E^, 2006 5:43 PM 
J(WF) (FBI) 




;||t 


Hmm - _ 
Basicallj” 


I believe tne aata win 
We have a connection tc 


SE 


Ineeds the order then they can give us the date we require. 


nnmft across thft 
n t d I tt 


1ft across thft DCS 3000. 

Ithrough the DCS 3000 on the FISA side (2nd floor). 


I don't know how tough it will be to get it upstairs on the 3rd floor DCS 3000. 


So -I would actually contac f^ Idown at Q uantico first. 

Let them know we have a pen register order f d j for a criminal intercept. 

Ask them to assist you in setting up the DCS 3000 for this. 


b2 

fc6 

b7C 


While they are working on that I would contac t!^ ^o figure out how to get the order to them. 
The contact number fort ~~^^^^f accordinq to the TICTU website). - 


Keep me posted on the progress and let me know if there is anything else I can do to assist. 


Thank you, 

□ 


— Original Message^ 
From: I 

Sent; Friday. Si 

to: L — 

Subject; 


New Li 


UNCLASSiFIED 

NON-RECORD 


h ) I 

We received r j j rardiine for j | (CR-3) on 9/27/06. 

How will we collect the data for the line? 

b2 

be 

b7C 


FBI-WFO 

I ~i 

IS-2 

2<?2[ 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


3 




From: 

Sent: 

To: 

Subject: 


# SE^T 

1(OTD) (FBI) 

I I (OTD) (FBI) 

Friday. September 08. 2006 8:00 AM 

— im\_ 

Password Change 


](NF) (FBI) 


UNCLASSIFIED 

NON-RECORD 


] I changed your DCS 3000 password this mot 


machine had rebooted over the night. Your new 


IS not in our database here in Quantico. The 


Reply back or call me if you have any questions. 


■bledronid§ lechnician 
OTD/ESTl 
Phone: (70: 

Pager: (800] 




b6 

b7C 


UNCLASSIFIED 


I 

From: 

Sent; foe 

To: ;b 7 : 

Subject: 


](OTD) (FBI) 
^T?e; 


] (OTD) (FBI) 
EL,2006 7:55AM 
□(NK) (FBI) 


UNCLASSIFIED 

NON-RECORD 


(S 


F~h ISO for Boston isl 
Let me know if you need anything else. . . . 



OTD/ESTSf 
Phone: (70o 
Pager: (800 

ncTu 



— Original Message — 

From: I l( NK) (FBI) 

Sent: Friday, September 01 , 2006 7:05 AM 

To: I |[OTD) (FBI) 

Subject: 'kti ! ' 

UNCLASSIFIED 

NON-RECORD 




be 

b7C 





Pfeifer 


Could you log into our front room DCS 3000 computer or send me the isg ip addresses for Boston. Thanks 


sa I I 

Newark nivisinn 

H I 


b6 

3b7c 


UNCLASSIFIED 


UNCLASSIFIED 


[ 


From: 

Sent: 

To; 

Subject: 


b6 

lb7C 


](OTD) (FBI) 

I If OTDt (FBI) 

Tuaariav Aiinnsf^Q ?nnfi 7:52 AM 

I * A/F) (FBI) 

RE: Modems and such connected to the Cisco Router - 


UNCLASSIFIED 

NON-RECORD 


b2 

be 

b7C 

b7E 


a the DCSNET Router is on the 2nd floor in the plant. Th J l outer was a T1 between ERF and your office. We 
th is circuit as a backup into the dcsnet wheiuiuuaccuit went clown. That circuit has since been disconnected. 

I t s looking into a new provider for circuits | | Our plan is to b uild a new and separate dcsnet to certain offic es 

■ ■ ■ 111 be run into thj piumuii Aie second floor. i ^ ^ 

ind it is located in that rack on the 2nd floor with the DCS3000 fisa box. 


If you are in this afternoon before 4:00PM call me and I will show you the database that we have created for the offices. I 
can give you a username and password and you can manage your offices equipment on this database if you wish. 


as a backup, i hia 
(S) TheTP address 4f 


Let me know if you have anymore questions. 


‘" OTP 7E 5 T 5/ T I& T 1 T 

Phone: (703 
Pager: (8001 


Original Message 

From: I l iA/Ft (FBI) 

Sent; Monday, August 28, 2006 5:46 PM 

To; I " ' lO TD) (FBI) 

Subject: TtErTC3etrS"anTsucn connected to the Qsco Router - 

UNCLASSIFIED 

NON-RECORD 


I I 

( S J T thdught the Cisco Routerwith IP addres 4 h ad the DCS backbone going to it. 

If this is not true then what was going to that router. Also I will need to find where the backbone comes in and label it. 


We will turn off modems # 3,4, and 5 based on your last email. 


We have somebody looking into th 
recycle the power on the modem. 


a 

h2 


modem issue. We have to send somebody to the switch in Lanham to 




b7E 


Original 

From: 

Sent: 

To: 

Subject: 




RTda}[j_Au2i^t_2^ 


>F) (FBI) 
2006 7:02 PM 
□OTD) (FBI) 



UNCLASStFIED 

NON-RECORD 



tu6 

b7C 


We ha ve a com puter up here that we call the DCS 1020. This was going to be used for the mobile tracking of cell 
phone sj t A/arned us of the issues of security and the fact that we should control who enters the information into 
the DCs 1 U 2 () We put together a protocol for this and apparently it was not followed. A line was put in without our 
knowledge, 

1 was thinking if we placed a screen saver with a password this would resolve our problem. 

1 know it was requested not to do this to the DCS 3000 due to the amount of traffic that was going across the computer 
it could cause a malfunction. Do you feel this is a viable solution or do you think this would be too taxing to the 
computer? OR do you have a better solution. 

^Thank yo u for your assistance 

UNCLASSIFIED 

be 

b7C 

UNCLASSIFIED 


I pTD) (FBI) 

From: I IfOTD) (FBI) 

Sent: Wednesday. Augii.sf fl^ 2Q Q6 8:05 AM 

To: I |(HN) (FBI) 

Subject; ' Kbl UR3U ' 


UNCLASSIFIED 

NON-RECORD 


I | l checked on the data side and I still do not see anything on the DCS3000. I will le£^ 
when he gets in to take a look at it. Maybe he can see if there is anything wrong with it. 


know tomorrow 


1 1 

OTD/ESTS^ 
Phone: (70c 
Pager: (800 

TICTU 




— Original 

From; 

Sent: 

To: 

Subject: 


8:26 PM 

I FoTD) (FBI) 

* 


UNCLASSIFIED 

NON-RECORD 


be 


b7C 


□ 


Just a reminder to look at the DCS500( 


O' 


ref to the CDC fror 


m j | wh< 


len you get in the morning. I 




looked at early afternoon and saw one call on the the 5000, but nothing showing on the 3000. 1 am usually in by 6:45 
am HST, 


IZZI 


he 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


1= 

From; 

Sent: 

To: 

Subject: 


l(OTD)(FBI) 

I I (OTP) (FBI) 

'TiiAcHau Annus) ^nnfi 7:48 AM 
4^ 6 I t WF) fFBH 

h7C RE: DCS Upgrade 


UNCLASSIFIED 

NON-RECORD 


b2 

b7E 


\his mornin( 


the ! fc onnection. It looks like the phone line at the switch is no good. I calledC 


II S morning to take a lo ok at it. As f ar as restarting the a pplications 


then 


jjookatit. Asfai 
Jfirst, then the[ 


! applications on the DCS ' 
]and last the | 1 1 


13000, usually a good practice is to start 
If you have any other questions let me 


TTTD7 E ? lij/ r 
Phone: (TOOf 
Pager: (800)L 


---Original Message — 

From: I lA /F^ (FBI) 

Sent! Monday. July 31. 2006 8:02 PM 

To: I I (OTD) (FBI);[ 

Subject: ' uLbupg r aag ' 


UNCLASSIFIED 

NON-RECORD 


](OTD) (FBI) 


connected. Please check. The system lPb 2 


HI - 

We are u pgrad ing the DCS 3000 to the latest version and we 
notice th 
<s) address : I 

In a couple of weeks we are going to have a power outage on 
the plant and this will effect the DCS 3000. When we start the 
DCS 3000 system, Tg « gomionno nn whi nh .ghoul H be 


r-Tmninrr f i r-gf? The> I 


etc.? 


9 


3e)^ET 


Thanks 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


All, 

This is to recap the discussion/test that we did on the VB this morning. First, the probiem statement; 

Incoming calls where both target and associate are within the same switch foi l h av only 

populate the CALEA Temination Attempt message "Cailing Party” identification fieid with the 
MIN (Mobile Identification Number). The MIN is not guarnteed to be the caiiing party's phone number 
(it is a valid 10 digit number) and is being populated in the VB as the CALLING PARTY'S phone number. 

Throug h! l analysis, it is seen that the subsequent "Network Signal" message has within it a "CALLING 
PARTY'^fieid with the caller id of the calling party. This has come up in several cases and specifically I have 
had several conversations with the Chicago FO about the affect this has on their Title Ill's and requests for 
potential pens off this FALSE information. 


The DCS 3000 currently looks for the "Calling Par V' id in the c^ lina DN field only. This problem should be 
addressed with JSl for the VB and Raytheon for the| | 


□ 


SENSITIVE BUT UNCLASSIFIED 



10 




Original 

From: I I rHN^ (FBI) 

Sent: Monday. July 10. 200 6 3:21 PM 

To: I t' OTD) (FBI) 

Subject: FW: GR30 

UNCLASSIFIED fob 

NON-RECORD b7c 


a nected an ethern et cable from the| | to &ie DCS3000 switch| | 

vas taped on the l b o 1 assumed it was not to oe used. Hope this is correct. 

On Wedn esday w e will get two b1 tines in our office. Do I connect the lines to one of the 4 ports on the top right, back 
side of the l { using the black splitter connector cables provided with the t t * I am usually in by 6:30-6:45 t>2 
am HST orTZ3tf-12:45 pm your time. Send me an email or call if the the set up is not correct. fo 7 e 

We would like to test the lines from Guam if possible on Thursday as it will be Friday, Guam time. If we do it about 
1 1 :00 am HST, it will be 5 pm your time and 7:00 am Guam time, Friday. Can you stay till that time or later, to see if 
it works and make any adjustments as needed? We will get back with you once we coordinate the Guam Telephone 
point of contact. 


UNCLASSIFIED 

NON-RECORD 



UNCLASSIFIED 

NON-RECORD 


JHN) (FBI) f 

1^58 AM b7i 

(HN) (FBI) 


12 


SI 


LET 


UNCLASSIFIED 

NON.RECORD 


a the nev j ( cPU should be hooked up with a patch cable from the ethernet port in the back of the cpu 

ICS30 0U switch that has the other DCS3000 machines connected to it. From there we can configure the 
machine usin ^ | 

Q sked me to send you six more latch cards for you latch card rack. I will do this today. If you have 

IS regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the 
power on in the rack. t 

■ ■ fc 

The new CPU has a l b ard in it to answer the phone lines. It also has special software to sort and buff er the 

data. The targets can be entered into vou r regular DCS3000 and we will make a connection to thd I 

vanguard in your multiserver. The way the| | 


I will be gone this afternoon but I should be here the rest of the week. [ 


My new number is 703 


Ishould also be here all week. 


Let us know if you need anymore help. 


Phone; (70:1 

Pager; (800| 

— Original Mess age — 

From: I I rHNUFsn 

Sent: Friday, July 07, 2006 11:04 PM 

To: r~ " i OTDJ (FBI) 

Subject: 6R30 

UNCLASSIFIED 

NON-RECORD 


We put up the l I in the rack near our DC S3000. D id you want to jump into the| | 

through the existing DCS3000 if we connect a l l ine to it? If not email me instructions on now you want 
this done and we do it Monday. 

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco 
on Wednesday so we can just connect the lines and have Guam test it from there. We understand we will 
need latch boxes for the audio portion. Do we need a particular type of latch boxes. Email me any 
instructions how you want this done, etc. and we will set it up. 


Can you provide us some info on the function of the I I On the l l it was labeled DCS3000. Is this a 
different configuration DCS3000 t o handle t he overseas c alls? If no t, could we not use the existing DCS3000? 
Any backgroun info is appreciated! not here andj pnd I are putting this together. 


UNCLASSIFIED 


SEI 












On Wednesd ay we will get two b1 lines in our office. Do I connect the linoa tn nnp of the 4 ports on the top right, back side 

of the l I using the black splitter connector cables provided with the | 1 1 am usually in by 6:30-6:45 am HST or 

12:30-12:45 pm your time. Send me an email or call if the the set up is not correct. 


We would like to test the lines from Guam if possible on Thursday as it will be Friday, Guam time. If we do it about 1 1 :00 
am HST, it will be 5 pm your time and 7:00 am Guam time, Friday. Can you stay till that time or later, to see if it works 
and make any adjustments as needed? We will get back with you once we coordinate the Guam Telephone point of ^ 
contact. 



8081 pesk 

808| jCell 



UNCLASSIFIED 

NON-RECORD 


From: I ll rHN\ (FBI) 


Sent: 

To: 

Subject: 



06 6:58 AM 
(HN) (FBI) 


UNCLASSIFIED b2 
NON-RECORD 


be 

b7C 


FYl 


— Original 

From: t I fOTPUFSO 

Sent Monday. 3ulv 10. 2006 1 :53 AM 

To: I l(HN) (FBI) 

Subject ‘ - Re: ! I ' 

b2 

UNCLASSIFIED lb7F 

NON-RECORD 


be 

b'7C 


;PU should be hooked up with a patch cable from the ethernet port in the back of the cpu to the 
is the other DCS3000 machines connected to it. From there we can configure the machine 


I I asked me to send you six more latch cards for you latch card rack. I will do this today. If you have questions 
regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the power on in the 


The new CPU has a l c ard in it to answer the phone lines. It also has special software to sort a nd buffer the data. 
The targets can be entered into vour regular nCS300n and we will make a connection to thd ivanauard in vour 


I will be gone this afternoon but I should be here the rest of the week.l 


My new number is 703 


bhould also be here all week. 


I H ^” l I 


Let us know if you need anymore help, 


OTD/ESTSm 
Phone: (70: 
Pager: (800 


— O riginal Message — 

From: I i fHN^ (FBI) 

Sent Friday. July 07, 2006 11:04 PM 
To: I bTO) (FBI) 

SubjeJ ^ ^ 

UNCLASSIFIED ^6 

NON-RECORD 


□□ 


We put up th d I i n the rack near our DCS 3Q00. Did you want to jump into th d [ through 

the existing DCS3000 if we connect a l l line to it? If not email me instructions on how you want this done and 
we do it Monday, 

We would like to have this set up for testing prior to us getting the B1 lines (two anaiog lines) from the Teico on 
Wednesday so we can just connect the lines and have Guam test it from there. We understand we will need 
latch boxes for the audio portion. Do we need a particular type of latch boxes. Email me any instructions how 
you want this done, etc. and we will set it up. 

Can you provide us some info on the function of the | | On th j l it was labeled DCS3000. Is this a 

different configuration DCS3000 t o handle t he overseas c^? If no t, could we, not use the existing DCS3000? 
Any backgroun info is appreciated ^ | s not here andj |and I are putting this together. 

Thanks. 
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UNCLAjSSiFIED 

NON-RECORD 


I I the nev j | CPU should be hooked up with a patch cable from the ethernet port in the back of the cpu to the 
DCS3QQQ swi tcn that has the other DCS3000 machines connected to it. From there we can configure the machine using 


I l asked me to send you six more latch cards for you latch card rack. I will do this today. If you have questions 
regarding the rack call or e-mail me and 1 will explain it further. The cards can be inserted with the power on in the rack. 

The new CPU has j l ard in it to answer the phone lines, it also has special software t o sort a nd buffer the data. 
The targets can be entered into vour regular DCS30QO and we will make a connection to thel l/anquard in vour 


I will be gone this afternoon but I should be here the rest of the week. 
My new number is 701 ^ j anc T" | s 703 | j 

Let us know if you need anymore help. 

CJ 


should also be here all week. 


OTD/ESTS7 
Phone: (70; 
Pager; (800 


i I 


UNCLASSIFIED 

NON-RECORD 


t HN-) (FBI) 
11:04 PM 
]{OTD) (FBI) 


We put up th 4 l in the rack n ear our DCS3QQ0. Did you want to jump into th j I throuqh the 

existing DCS3000 it we connect a I l ine to it? If not email me instructions on how you want this done and we do it 
Monday, 

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the Telco on 
Wednesday so we can just connect the lines and have Guam test it from there. We understand we will need latch 
boxes for the audio portion. Do we need a particular type of latch boxes. Email me any instructions how you want 
this done, etc. and we will set it up. 


|in the rack n< 
ve connect a 


Can you provide us some info on the function of the ! I On th d I t was labeled DCS3000. Is this a different 
configuration DCS 300Q to h andle the ove rseas calls ? If not, could we not use the existing DCS3000? Any backgroun 
info is appreciated. I jis not here and | ~^ nd J are putting this together. 



From: IZZIIZZZIZJ(0TD) (FBI) 

Sent: .MondaV, July Q3. 2Qp6 2:05 PM 

To: I If MM^ (CON) 

Subject: DCS3000 hookup for Miami and WPB 

be 

UNCLASStFIED 

NON-RECORD 


I ^ he connections are as follows: 

Miami: Connect the Ethernet port on the router to the DCS3000 switch with a patch cable 

Extend the 56K circuit to the 56K CSU/DSU in the router with a patch cable 

West Palm Beach: Connect the Ethernet port on the router to the DCS3000 switch with a patch cable 

Extend the 56K circuit to the 56K CSU/DSU in the router with a patch cable 
Connect the Ethernet port on the Shuttle CPU to the DCS3000 switch with a patch cable 
Connect the 0(Zero, Outside) interface on the Pix to the DCS3000 switch with a patch cable 
Connect the 1 (One, Inside) interface on the Pix to the switch for the Voice Box 



UNCLASSfFIED 





1 

_J(OTD) (FBI) 

From: 

Sent: 

To: ^b7c 

Subject: 

1 IfOTD) (FBI) 

Thursday. June 29. 2006 10:44 AM 

I |HN) (FBI) 

New DCS3000 computer 


b2 

b7E 


UNCLASSIFIED 

NON-RECORD 


a we have your nev j c omputer ready to send. How do you want to view the cpu? Do you have a j I for your 

DCS3000 machine? Do you have a rack mount monitor with your other DCS3000 cpu? Call me when you get in 
and we can discuss the options for you. 

Thanks... 

□ b7C 


UNCLASSIFIED 


I Iotdhfbi) 

From: I I OTP) (FBI) 

Sent: Monday, June 26, 2006 1 1:18 AM 

To: I b TD) (CON) 

Subject: R^: Inspection questions 


b6 

UNCLASSIFIED b7c 
NON-RECORD 


FBINET says that I entered into TICTU on 9/24/1999. 

-—-Original Mp-r-ana 

From; I I fOTD^ (CON) 

Sent: .MondaY. JUDS 26. 2Q06 10:57 AM 

To: I n (OTD) (FBI) 

Subject: RE; Inspection questions 

UNCLASSIFIED 

NON-RECORD 


When is your EOD for the unit? 

— Orignam^sage— 

From: i K OTDl (FBI) 

Sent: 10;46 AM 

To; I I (OTD) (CON) 

Subject: RE: Inspection questions 

UNCLASSIFIED 

NON-RECORD ~ 


Jhere is my reply: 


SE^ET 


19 


Support DCS3000 installs for Field Offices and service providers. 


irOTPI fFBIlJ^ ^ 

' 10TD)tFBlj_ 

3 ^0TDt rCON Vl 
OTDt fCONt j 


I K OTD^ (FBI-|| 

Inspection questions 


Kqtd)^fbi)I 

I tOTDI (C^ 

tOTD) (CON);r^ 


UNCLASSIFIED 

NON-RECORD 


I’m working on the inspection, so I need everyone to email me their start date (EOD), job title, and primary 
responsibility for both bureau and contractor personnel. 
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From: 

Sent: 

To: 

Subject: 


I l (QTD^ (FBI) 

Monday .lunf> 26 POnfi 10:46 AM 
I ^ l (OTD) (CON) 

RE: Inspection questions 


UNCLASSIFIED 

NON-RECORD 


I | here is my reply: 


Support DCS3000 installs for Field Offices and service providers. 

b6 

Thanks... 1 k 7 c 


□ 


— Original Message 

From; 


□OTD) (CON) 


26. 2Q06 9:44AM 
» " loTPUCONI: 

ZJ(oi 


l(OTD¥CON/f^'^ 

KPTP)(F 


“IfiTm fFBnr 


ifOT D'i frONT 


ICOTDl 

(CON)r 

Jmf! 


loTDKFBDr 


3°TD) (FBI); 


, Komoaut 


ioTDircoN^i 


3 con) |~ I 

ormliuMir -r 


_J0TD) (FBI);[^ 


JOTD) (FBI);^ 




NON-RECORD 


be 

b7C 


FYI, 

I'm working on the inspection, so I need everyone to email me their start date (EOD), job title, and primary 
responsibility for both bureau and contractor personnel. 


Thanks 


be 

b7C 


UNCLASStFIED 

UNCLASSIFIED 


S^ET 
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From: I l OTD^ fFBI> 

Sent: Thursday, June 15. 20 06 3:32 PM 

To: i I (OTD) (FBI) 

Subject: i-vv: uub duuu issues 


fo6 

UNCLASSIFIED 

NON-RECORD 


— Original Messa2e;;;;;^____^^_^ 

From: I K OTDUFBn 

;15 AM 

Subject: FW: DCS 3000 Issues 


Sent: Wednesday, .lanuatv 25, 2006 9: 

To: I l(OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD £,7C 


— Original M 
From: 

Sent: 

To: 

Subject: 


ess^oe; 


Tuesday, I 


^7^006 4:50 PM 


UNCLASSIFIED 

NON-RECORD 


I spoke with some of the guys who were using the DCS3000 during the case and got their input, 


b6 


hlC 


This case involved a drug related kiddnappinol 


I ne I racKer programs were extremely neiptul and well used as we always naa agents/otncers worKing with the 
DCS3000, trying to plot the locations of the numerous Subjects, vehicles and residences involved in this case. This 
information was of great value in determining the whereabouts of the victim and the Subjects prior to the series of arrests 
which ultimately took piace. The victim was located unharmed. 


I Thanks itj 


r all your help! 


— Original Messg2e;;;;^_^ 
From: i 

Sent: Tuesday. January 

To: I 

Subject: DCS 3000 issues 


](OTD)(FBI) 

)3. 200 6 1:22 PM 
ZIJe) (FBI) 


b6 


b7C 


UNCLASSIFIED 

NON-RECORD 


I | could you write up a little something about your case last week and how the DCS3000 and the j | pt 

sXret 
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FW: Chicago move 


J(OTD)(FBl) 
J2Iip6 4:07 PM 
_JCG) (CON) 


UNCLASSIFIED 

NON-RECORD 


— -Original Me 

From: 

Sent: 



UNCLASSIFIED 

NON-RECORD 


If you decide to move any workstations before you move your servers and routers, then you will need to change the ip 
information in them to get them to work at the new building. You can use the following addresses at the new building as 
. snnn as wa net vniir rirrmit working: 


For your circuits, your main connections seem to be on the Cisco 3640 route There is a | ^ 6k 

t S ) Several dial ups,OLlfiS&sJiQfiSL ' 

The 2621 route j jhas a 56k connection to SBC. 

The 2621 router could be moved separately from everything else, it would be best if the 3640 router and all of its 
connections were moved at the same time as your DCS-3000 servers. 

if i/nn ui/anrrri igawo mai^hiny at the Old building after the servers move, you can give them ips in this range; 
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UNCLASSIFIED 


foe 

b7C 


UNCLASSIFIED 


lOTDHFBh 


From: I ~l(OTD^ (FBI) 

Sent: Wednesday Mav 10. 2QQ6 3:56 PM 

To: I l (CG) (CON) 

Subject: FW: Chicago DCS IP plan 


UNCLASSIFIED 

NON-RECORD 


be 

b7C 


—Original Message — 


Thursday. Mav 04. 2006 10:45 AM 

I''' ""- '' " '' " ' ■ 

rOTD)(FBl) ; 


Chicago DCS IP plan 


TBTTFBIC 


JraiDir (FBi)[” 

n:oTD) (fbiTT 


I (oluj 


t CON'l 

CG)(Fr^ 


JL) ILUN) 


UNCLASSIFIED 

NON-RECORD 

:b7E 


ICG) 


There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block 
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen: 

i S) T.'Add newblack of IPstoold buildtn <|l llfth RA ^ 

this has already been done witn the main router set Tor I l use this as the gw) bl 


2.a. Change theJEaior the portable VB at the old building to use the 7th RA scheme, 
b. Change the| |one way push boxes at the old building to use the 7th RA scheme. 


( S ) 3: Install new crrcuitto new building with ip add; 

router will be installed with ip addressT 


juse tnis as tne gw; 


bl 


4 a VB ^ new building should be setup to use IPs for 8th RA scheme 
b. | t >ne way push boxes at new building should be setup for 8th RA scheme 


5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be 
made to these machines. 


6. a. Chang e VB IP s at new building to main FO IP scheme, 
b. Chang j~~~| ne way push IPs to main FO IP scheme. 

*** note, the aoove step is optional, but recommended *** 

7. When service at old building no longer needed, shut down circuit. 


Going with this plan will make the transition much more simple. The drawbacks are having to change the VB an< 
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs. 


If anyone has any questions about this, please give me a call, 
thanks! 


n(OTD) (FBI) 

!U6 5:23 PM 
ZZZlCG) (F& 
JofD)(FBI);[; 


UNCLASSIFIED 

NON-RECORD 

b7C 

Tl 

If you decide to move any workstations before you move your servers and routers, then you will need to change the ip 
information in them to get them to work at the new building. You can use the following addresses at the new building as 
soon as we get your circuit working: 


, « , For your circuits, ypur.maJn coonectioris.aeent-to.be on the CiSGo 364G routel- 
( ^ f several dial upS|OUaaaiLliaa&i| L. 

The 2621 routeJ I has a 56k connection to SBC. 


The 2621 router could be moved separately from everything else. It would be best if the 3640 router and all of its 
connections were moved at the same time as your DCS-3000 servers. 

If you want to leave machines at the old building after the servers move, you can give them ips in this range: 




I(OTD) (FBI) 
11:31 AM 
lOTD) (FBI) 


From: 

Sent: 

To: 

Subject: 


bb 


b7C 


Frirlau Mau POOfi 

TW: &I5&6 Routers 


UNCLASSIFIED 

NON-RECORD 


JOTD) (FBh I 1 (OTD) (FBI); | | ^7^ 


FYI! 

This bulletin was brought to our attention yesterday. We didn’t know if you guys had seen this back in the lab, so we 
thought we would send it your way. This bulletin refers to counterfeit parts within the routers. 

We have the same 2600 series CISCO router (261 OXM) installed for our DCS3000 unit. We have not verified the part 
numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do 
you have any guidance on checking inside the router without taking it down? 


Kansas yity be 

I lb7c 



FIN-06-118-01.pdf 
{696 KB) 


UNCLASSIFIED 


UNCLASSIFIED 


— Original Messa ge — 

From: 

Sent: 

'(OTCVFgl) 

Subject: CISCO Routers 

UNCLASSIFIED 

NON-RECORD 
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From; 

Sent: 

To: 


]OTD) (FBI) 
l06 10:45 AM 
3(0TD) (FBI);[ 


Chicago DCS IP plan 


UNCLASSIFIED 

NON-RECORD 


There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block 
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen: 

( S ) -I.' Add new block of IPs to old buildin d bth RA i 

this has already been done vimh the mam router set tor I luse this as the gw) 

' ' b:l 

2.a. Change th e IPs fo r the portable VB at the old building to use the 7th RA scheme, 
b. Change thd bne way push boxes at the old building to use the 7th RA scheme. 


(S) .3..lnstall..new circuit to new building with ip ack 
routeFwiilbe installed withipaddresa 


at new building should be setup to use IPs for 8th RA scheme 

pne way push boxes at new building should be setup for 8th RA scheme 


6. a. Change iffiUPs at new building to main FO IP scheme, 
b. Change } p ne way push IPs to main FO IP scheme. 

*** note, the aWve step is optional, but recommended *** 

7. When service at old building no longer needed, shut down circuit. 

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB and RW IP 
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs. 

If anyone has any questions about this, please give me a call, 
thanks! 
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JOTD) (FBI) 

6 11 0 3 AM 
|SA) (FBI) 


UNCLASSIFIED 

NON-RECORD 


I i l sent you two DCS3000 machines today. The shipment includes two flat screen monitors, three mice, two 
keyboards, and a USB floppy drive. I included the extra mouse because you said that you needed one to replace another 
one. If there is anything else you need let me know. 





UNCLASSIFIED 

NON-RECORD 


I I (OTD) (FBI) 

Thursday. April 27. 2QQ 6 1 1 :56 AM 


□ I sent the 
me or call 70a 


machine to Providence. It should arrive on Monday May1 . If you have any questions e-mail 


I (OTD) (FBI) 
^06 7:53 AM 
J(NY) (FBI) 
[rbox IP 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


The box has already been sent. We carried it over to the shipping people yesterday after lunch. Hopefully they got it 
shipped to you overnight and you should receive it this morning. Are you going to collect the pen info for this target on the 
37.250 client? Are you going to collect both interconnect and PTT on the same box? Let me know and I will make sure 
the client is set up properly for that. 


— Original Menage 

From: I 

Sent: 


JNY) (FBI) 

Qi 2006 5:54 PM 
□(OTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


The old DCS-3000 box is running 


ind has the following IP address; 


Are you guys going to be able to send me a| Ibox? Let me know. Thanks. 




I |(OTD) (FBI) 

Wsdnssdax..ABril 2S. 2QQ6.3.S9 pm 
ISA) (FBI) 

RE: McAllen DCS 3000 Client problem 


UNCLASSIFIED 

NON-RECORD 


I | l just finished rerunning your data foi j 'b t 4:00 eastern time. Let me know if the data ; 

looks ok. I will try to send you your new machines next week. I had to order the floppy drives. 


— Original Messaoe — 

From: I l (SA) (FBI) 

Sent; Wednesday, April 26, 2006 U;02 AM 

To: I yOTDt (FBI) 

Cc: I .... (FBI)I^ 

Subject: McAllen DCS 3000 Qient problem 

UNCLASSIFIED 
NON-RECORD , , 


Thank You for repairing our failed Client and restoring our pen coverage. 

Also, thank you working on getting us the newer computers for our DCS 3000 system. (In case you didn’t get my voice 
mail, we do need a 3.5 floppy drive on at least one of the machines). 


We failed to receive data on three pen registers during the period when the Client was down: 


Is it possible to re-send the data for the period o | f or these targets? 

If not, we will have to hand load the airtime records from the respective providers. 
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From: 

Sent: 

To: 

Subject: 


i I (OTD) (FBI) 

Monday. April 24. 200 6 2:41 PM , 

I I (OTD) (FB!);L 

FW: DCS 3000 Security AccreditatloT 


](OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


— Original Message — 


ZJDgCFBI) 
006 2:23 PM 


TO! I I (OTD) (FBI) 

Subject: DCS 3000 Security Accreditation 


UNCLASSIFIED 

NON-RECORD 


I I re my previous email | - Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an 

electronic copy & I will provide It » nim. 

Thanks 


UNCLASSIFIED 

UNCLASSIFIED 
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S^ET 



I r OTD^ (FBI) 

Monday, April 24, 2006 8:10 AM 

I I (OTD) (FB!) 

FW; Security Issues w/ ERF/TTA Networks 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Message 

From: r_ 

Sent: ^ 


' ,^, 1 

Subject: Security Issues w/ erfTtta Networks 

SENSITIVE BUT UNCLASSIFIED ^7,- 

NON-RECORD 

Hello y'all - I’m seeking your advice to hopefully save a lot of work. I~ I an ET in Dallas, just returned 

from Security training and has been designated the computer/network security person for our Division (ISSO?). He 
advised that HQ has mandated that he obtain all sorts of info from our systems/networks i.e; DCS 1000, DCS 3000, DCS 
5000, DCS 6000 etc. 

I t vants an accounting for all of the systems we, as TTAs & DCSPs, maintain. He wants to have diagrams, 

schematics, charts etc on what we have and how everything is connected. He wants lists of all of the general users and all 
of the limited/adm in users. ^ 

Is this duplicating what has already been done @ ERF w/ the security certification for each system? Or is there a ^ 
new mandate to have this info on file w/ the specifics for each individual field office? 

I b iso discussed restrictions regarding contractors and non employees working on, touching our systems. 

He even mentioned the phone company installers when they come to install/troubleshoot circuits etc. My understanding 
from this conversation is that they are not suppose to bring in computers, test equipment, etc that have memory etc. We 
are suppose to supply the computers/equipment for them to use, 

I know that when JSI comes to install nnr npw vpinpRov the week after next, that they will have their own 
computers flash drives etc. I know that when i Iwagiirgt here to upgrade our database they brought in laptops. Ib2 

I H installers bring in test equipment & laotops. l k ill have equipment to test the new DCS 3000 network b7 

connection in the new Frisco RA in the next couple of weeks. 

H ow can we best handle this situation? Do 1 need to get a copies of the certification documents from ERF to give 
to l b r should we Just walk him through our syst em and have him mak e t ^aarams is there something in writing that I 


can read to better understand what I have to do when£ 
“2^ Any advice, comments etc would be helpful. 


etc come into our space? 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



From: ^ ■ »:^Tn^ (FBI) 

Sent: Friday, Aprill^, 20p61:pPM 

To: ^ I I fCVUFBn 

Subiect: RE; DCS 3000 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I I the machine is done. The username is DCSAdmin and the password isQ 


Let me know if you need anything else... 


IZZI 

— Origina l Message — 

From: I I fCV) (FBI) 

Sent: iiioa am 

To! I l- QTD^ (FBI) 

Subject; RE: DCS 3000 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

lo6 

fo7C 


bl 


— -Oriainfli MFiSfiflafi , 

From: I I roTo^ CFBn 

Sent: Tuesday. Mardi 28. 2006 7:34 AM 

To: I fcV) IFBI) 

Subject ; RE: D(^ 3000 ^ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


be 

b7C 


What is the IP address of this new machine? 



— Original Mess age — 

From: I I (CV) (FBI) 

Sen t; Mond ay. March 27, 2006 4:34 PM 

To: l I (OTD) (FBI) 

Subject; DCS 3000 

SENSITIVE BUT UNCLASSIFIED h6 

NON-RECORD to7C 


□ _ • 

1 loaded r~ I n our new DCS 3000. Its a Dell l 1 

256 MB RAM (hand-me-downs from the FBI net). I currently have 3 targets in it for a case, and it seems to be 
working fine. 

Once you get this computer "up to specs" for me. I'm going to copy the hard drive and build 7 more to replace 
all DCS 3000s in the RAs and T-3 rooms. 



33 


1 hope youor move goes \well. 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


[ 


From; 

Sent; 

To: 

Subject: 


lb 6 
b7C 


lOTD) (FBI) 

* Monriav April 03 20nfi?? -^ 
RE; DCS 3000 


UNCLASSIFIED 

NON-RECORD 


I was actually going to work on that today. I can get it to you by Wednesday if that is ok. 


Let me know... 

n 


From: I I (SC) (FBI) 

Sent: Mnnriav Anril l)-!i 12:11 PM 

To: I rOTD) (FBI) 

Subject: TO3S3 ^ 

UNCLASSIFIED fo6 

NON-RECORD b7c 

Hell €D 

I was just checking in to see when we could get the DCS computer and router. We are ready for it, we are headed 
down to Modesto soon to install the channel bank, so it would be great if we could get it within the next week or so. 
Thanks 


UNCLASSIFIED 


UNCLASSIFIED 


SE^T 



From; I b TDHFBh 

Sent: Friday. March 31. 2006 1 1 :29 AM 

To: ' I r OM) (FBI! 

Subject: RE: Password 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


;riminal machine! 


— Original Message — 

From: I I roMUFBn 

Sent ,m^aY.,MMH„3L.2gP6 11=27 AM 
To: I rOTD) (FBI) 

Cc: r l OMI (FBI) 

Subject: Passvrord 


b2 

b6 

fo7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


The new password for the FISA DCS3000 machine iJ 

I 1 b2 

l"6 75 ^feurt Street 
Om aha. NE68114 
(40 j 1 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


c 




From: 

Sent: 

To: b7c 

Subject: 


1 t OTD) (FBI) 

Tuesday. March 28. 2006 7:34 AM 
t CV) (FBI) 


' RE:"dSS3000" 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


What is the IP address of this new machine? 

□□ 


— Original 

From: 

Sent: 

To: [ 

Subject: 


□(CV) (FBI) 


4:34 PM 
I (OTD) (FBI) 

Da3666 ' 


SENSITIVE BUT UNCLASSIFIED 
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NON-RECORD 


lb6 

b7C 


nn 

I loade d I in our new DCS 3000. It's a Dell < 1 256 MB 

RAM (hand-me-downs from the FBI net). I currently have 3 targets in it for a case, and it seems to be working fine. 

Once you get this computer "up to specs" for me, I'm going to copy the hard drive and build 7 more to replace all DCS 
3000s in the RAs and T-3 rooms. 

I hope youor move goes well. 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 

■ lOTDUFBn 

From: I I fOTDUFBI) 

Sent; bo Tuesday. March 21 . 20 06 8:57 AM 

To: b7C I rKX^ (FBI) b2 

Subject: RE; DCS 3000 and | b7s 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I Should be available tomorrow. We are in the middle of moving to the new building next door but I will see what I ca n do. 
The F number for the CPU is on the back where the video, mouse, abd keyboard plug in. I will ask| |f we 

have anything that we can give to you for the switch guy. ' * 

Anything else let me know.... 

□ b7C 

— Original Message — 

From: | |(KX) (FBI) 

Sent; iuesdav, March 'li' 2006 8: 11 AM 

To: f I(OTD HFBI) 

Cc: I tOTD) (FBI) 

Subject: DCS 3000 and U5 | 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD |^2 

b7E 


Two things, 1) I received the DCS 300 0, but there was no F number with it. | p re you 
available tomorrow to swap? Thej | computer has 32 GB of free space so we 

should be good to go. ' * ^6 

b7C 


2) U j { fixed the dialed digit extraction problem, they had some table mis- 
matches, all is well. The local guy at the switch put up a test phone to diagnose the 

problem. We will give him some Knoxville Swag. Do you guys have any TICTU Swag? 


SA l 

Knoxville Division 
Office 865-1 
Cell 865 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


I , - J(NO) (FBI) 

, Monday March Q6, 2006 
I IfOTD^ fFBlV.1 

(OTb)(FBI) ' 

FW; New Orleans DCSNET circuit 


UNCLASSIFIED 

NON-RECORD 


FYl, below is update on our move. 


INew Orleans 
Toffice (Temporary) 
Cell 


— Original Mess 

From; 

Sent: 


[NO) (FBI) 

Monday, March 06. 2 006 10:15 AM 
I ^(OTD) (FBI) __ 

I kOTD) (FBI); 

RE: New Orleans DCSNET circuit 


UNCLASSIFIED 

NON-RECORD 


YeS 'l I did install circuit. We will be moving in circa 4/15. We were initial l^v set to move in during this week and next, 
but sysiSWs Furniture cannot have our new stuff installed 'til 4/10. I talked t q | last week and I will be 

submitting an RMS today for two new DCS-3000s, etc. In answer to your question l win need new routers. The old 
equipment was toss about during the move from NO to storage in Baton Rouge and I have no fai th in their u sahiiitv 1 
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (5041 I 


Thanks for your help I 


S ew Orleans b7C 

ce (Temporary) 


37 




— Origina l Message — 

From: I i fOTD^ (FBI) 

Sent: Monday, MarcfToTz OOe 9 :S 0 AM 

To: ^(NO) (FBI) 

Cc: I l''nTn} (FBI) 

Subject! New Orleans DCSNBT circuit 


UNCLASSIFIED 

NON-RECORD 


a ells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up, Do you have an 
d schedule on when you will be moving in? Will you need new routers? Any idea what happened to the old 
equipment that was there? ^ 

( S ) Your cktid F" | 

Please let rne Know it you nave any questions about this circuit or the install. 

Thanks! 


b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


[Z= 

From: 

Sent: 

To: 

Subject: 


~1(OTD) (FBI) 


I I fNO) (FBI) 

Monday. March 06. 20 06 1 1:38 AM 
I I (OTD) (FBI) 

' ftM5fteq#i6 ' 5gY5 ' * 


Importance: High 


UNCLASSIFIED 

NON-RECORD 


□ 

I just submitted an RMS for our DCS-3000 equipment that we spoke about on the phone 10 days or so ago, 1 forgot to say 
in the RMS request to ship it to our NO office, 2901 Leon C. Simon Blvd, NO, LA, 70126 with arrival to be around 4/12/06. 
Any questions, give me a call on my cell. Number is below. 




(225 

F 

(504 

f 


3, New Orleans 
Office (Temporary) 
Cell 


UNCLASSIFIED 


seMet 



JOTD) (FBI) 

^5, 2006 9:15 AM 
J(OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


— Original Messa^ 

From: P 

Sent: T 


IC E) (FBI) 
4:50 PM 
J(OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Tpoke with some of the guys who were using the DCS3000 during the case and got their input. 


Thanks for all your help! 

nn 


lOTD) (FBI) 
X2006 1:22 PM 
^(CE) (FBI) 


UNCLASSIFIED 

NON-RECORD 


a could you write up a little something about your case last week and how the DCS3000 and the! Iprc 

ed for you (good or bad}. This is low priority and can be done when you have a moment. ' * 
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UNCLASSIFIED 


From: 

1 \CE) (FBI) 

Sent: 


To: 

1 DTD) (FBI) 

Subject: 

RE: DCS 3000 issues 

UNCLASSIFIED 

NON-RECORD 

7C 

1 

1 spoke with some of the guys who were using the DCS3000 during the case and got their input. 



data (as you know), but once that was corrected a large 
helpful and well used as we always had 2-3 aoents/officers working with the 


prior to the series of arrests 


— Original 

From: I > OTD^ (FBI) 

Sent: Tuesday, January 03, 2006 1:22 PM 

To: I iCE) (FBI) 

Subject: ‘ ULb JUUU i45udS ' 

UNCLASSIFIED 

NON-RECORD 


Q could you write up a little something about your case last week and how the DCS3000 and th< 
ed for you (good or bad). This is low priority and can be done when you have a moment. 

Thanks,... 


40 





J(OTD) (FBI) 
-im6 1:22 PM 
[CE) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Q could you write up a little something about your case last week and how the DCS3000 and thi 
3d for you (good or bad). This is low priority and can be done when you have a moment. 




From: 

Sent: 

To; - 
Subject: 


I l OTD) (FBI) 

RE; Chicago new building 


□ (OTD) (FBI) 
Hl2QCiai:19PM 
JOTI 


UNCLASSIFIED 

NON-RECORD 


1 we do not supply furniture for the DCS 3000 cpu's nor do we have any funds 
"that we give money to the goup doing the CMP build outs for furniture for th( 
system. If they oannot come up with more money for the DCS 3000 systems thei 
you would like, contact lat 540-1 fend inquire about the furniture. 


unit chieff” 


Thanks... 

□ 


[ystem and the Voice Box 
how to get the furniture. If 


b7C 

b7E 


-Origi 

From:[_ 


linal Messaoe- 


J (OTD) (FBI) 

1572005 1 0:04 AM 


SenAi Tti^?day, Mgygml 

To I I 

Subjedt: FW: Chicago new building 


JOTD) (FBI) 


b7C 


UNCLASSIFIED 

NON-RECORD 


an operational issue. fog 

b7C 


— O riginal Message — 

From i i CG) (FBI) 

Se nt; Tuesday, November 15 . 2005 9:01 AM 
To: l I (OTD) (FBI) 

Subject: RE: Chicago new building 


b2 

UNCLASSIFIED b6 
NON-RECORD b7c 

b7E 


□ 

I'm in NY this week so m^vhP vmi F)prj [cmilrl talk about this a little more. Basically j|s supplying new 

workstations for all of the l b no vts worK sations. we are not moving the old ones. By workstations, I mean a 

computer table/desk to set the client terminals on and for a LS or Agent to work at. It would be nice to have two 

42 

SE^T 


Looks like 

IZZI 



¥ 


additional, matching work stations per T-3 room to set the DCS3000 clients on l ha d not plarngjlto purchase 
these. I was inquiring on the availability of budget for buying new ones to matcn ] p ew one ^ p ould tell you 
the cost, If this is not an option, we will proba bly have to select the best ones from uiark Street to It would be 
much more desirable to have units that match l ""t or fit and function if there is a way to pay for them, ^ 


lb'7C 

I'll try to check e-mail as I can, let me know what you think. 


Thanks, be 


Sincerely. 


Ch icago Divisi on 

hfGce 

31 ^ |cei/ 

From }'"""*' 

Sent: Monday, November 14, 2005 10:57 AM 
To:^^ZliZ:3;CG) (FBI) be 

Cc; i If OTDVfCON'l b7c 

Subject: FW: Chicago new building 


UNCLASSIFIED 

NON-RECORD 


!=□ 


be 

b7C 


Our plan is (was ?) that you will be moving your existing DCS-3000 workstations to the new site. Is this incorrect? 

□ 

Original Message 

FromI JOTD) (CON) 

Se nt^M^tidav.^^^ 8:19 AM 


UNCLASSIFIED 

NON-RECORD 


□ 

Any idea on whom this request/inquiry should be forward to? 

Or iginal Message— - - 

From:! |(CG) (FBI) 

Sent: 1 hursday, Noveniber 10, 2005 1:53 PM 
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Lam^coN) 

;cG) (fbi)L 


Chicago new building 


3otd)(con) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


□ 


^ We are making our olar^ to move into our new Chicago Office in April of 2006. I have 


jroup) and they are supplying workstations for our Voice Box and| 


with I I 


S als in our i -ii rooms. The "workstations" are basicaily a 48" wide work table with shelf /or the VB d 
lient computer to sit on so an Agent or LS can sit and monitor the T-3 or FISA. They tell me that the; 
mned to supply workstations for DCS3000 terminals . Every T-3 room in Chicago has two DCS3000 
terminals for live pen monitoring an d Does your group have a facilities person or budget to b2 

supply workstations to support the DCS3000 terminals? Can you recommend someone from your group that b7 e 
would be the appropriate contact person for me? 


Sincerely, 


Chi cago Divisi on 


312 

312 


}oMce 

Veil 

* b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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UNCLASSIFIED 



|(OTD)(FBI) 

3V. November 16. 2 QQS 10:24 AM 
I (AN1 (FBH 


UNCLASSIFIED 

NON-RECORD 


I 1 1 sent you a new DCS 3000 tower workstation today. It should have a flat screen monitor, an edgeport for your 
modern connections, and a new 16 port switch for your DCS 3000 network. Let me know when you want to hook the new 
system up. We probably need to have both systems running at the same time to transfer data from the old machine to the 
new one. 


lOTD) (FBI) 

1SL22, 2005 10:04 AM 
(BF) (FBI) 

T7n Rochester RA 


UNCLASSIFIED 

NQN.RECORD 


I | we have spare CD drives from old machines that we have surplused. If you want to replace the damaged drive with 
one of our spares let me know and I will ship it to you. 


— O riginal Message — 

From I i (BF1 (FBI) 

Se nt: Monday. August 22 . 2005 9:37 AM 
To: | I (OTP) (FBI) 

Subject: RE: DCS 3000 in Rochester RA 


UNCLASSIFIED 

NON-RECORD 


Thanks for taking care of this. It is up and running fine, but it looks like the CD drive got damaged in shipping. I got it 
back together, but the door for the CD does not close completely, so it does not work. Do you think there is a need to 
fix this, or should t just leave it as is. Everything else is fine. 1 did not know if there were ever going to be any updates 
or anything th at would require a CD. Thanks again. 





UNCLASSIFIED 

NON-RECORD 


* ~~~1 0TD^ (FBI) 

Tuesday, August 167 ^05 8:46 AM 
IfCI) (FBI) 

DCSSMfl password' 


I I we changed your password on your DCS3000 machine this morning, it is nov i l <our machine has 

rebooted the last two days. Do you have a power problem in the office? We have UPS to ship if you would like one. Let 


□ 


KOID) (FBI) 

Wadnfifidav Aun.isf 2005 1:58 PM 
t BF^ (FBI) 

RE: DCS 3000 in Rochester RA 


UNCLASSIFIED 

NON-RECORD 


I I have finally finished your computer. It took me a while to find a hard drive for it. It should be loaded up and ready 
to connect to Buffalo for data. You just need to add vnnr tarnets h ack in. The password is on a label on top of the 


computer. If you have any problems call me at 703- 


Froni:| [BF) (FBI) 

_ Frl'3a7-Tni7'n» V/J05 2:54 PM 

Tol |(OTD) (FBI) 

Subject: DCS 3000 in Rochester RA 


UNCLASSIFIED 

NON-RECORD 



SEp^T^ 

I just wanted to drop you a quick line. I spoke with I k odav regarding the remote DCS3000 that I have in 

the Rocheste r RA. co nnected to Buffalo. It was working fine, then yesterday, it appears to have died, i re-booted it a 
few time s with i t in the phone, and he thought the hard drive had died. So I packed it up and sent it your way 
I | idea), so you should receive it sometime on Monday. The RMS invoice number is 050984. If you could get it 
Tixea or replaced, it would be appreciated. Any questions, give me a call. Thanks. 


Buffa lo/^chest er RA 


(585) 

(585)1 


be 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


I IOTP) (FBI) 


From: 

Sent: 

To: 

Subject: 


RE: TICTU password 


J (OTD) (FBI) 
Efl5 9:19 AM 
JSA) (FBI) 


foe 

fo7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Or iginal Message 

From: l I fSA) (FBI) 

Sent; Th^r^dflY. 2005 9:10 AM 

ToJ |(OTD) (FBI) 

Sufijed; Rb; liLIUpasWd 


be 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


□ 


Original Messaoe- 

Fromi 


be 

b7C 


CTHER Olit : 


HoTD) (FBI) 


Sent: Thursday, May 26, 2005 8:29 AM 





sEgcr 

To. l I fSft) (FBI) 

Subject: RE: TICTU password 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


has anybody done this for you yet. I have been out of the office for about 6 weeks . Let me know if you still 
It to be reset. 


Original Message 

From: I l (SA) (FBI) 

Se nt; Thursday. Mav 12 2005 1:42 PM 
To; I r OTDI (FBI) 

Subject: TICTU password 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hev I I cQuId you reset my intranet password to the TICTU DCS-3000. My user name 1 1 don't 

know what happend to it. Thanks. I I 


[ZZ] 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent: 

To: 

Subject: 


HOTD) (FBI) 


Thursnav. Mav POPS R-y AM 

IJSA)(FBI) 


-1 

Wireless Vanguard 


b2 

be 

!b7c 


b7E 


SENSmVE BUT UNCLASSIFIED 
NON-RECORD 


I — h 

' 10037 * 


as anybody helped you with this problem. 1 have been out of the office for about six weeks and everybody is gone 
Let me know if you still need to get this set up. 


Thanks... 

□ 

Original Message — 

From J ~~l fSA^ (FBI). 

Sent: Wednesday, April 20, 2005 10:40 AM 
To l r um (FBI) 

Subject! tireless Vanguard 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Last year we sent a Cisco 261 OXM router to the Harlingen, I Ivirelesj I switch. If my 

recollection serves, this was done to facilitate an ATF Title l ti. * I — I 

I have just received a pen register request (possible Title ill target) for j [ wireless target. 


lb 2 
b7E 


Could you please send me some aiiir.k instructions on what I need to do to utilize the l 'T ’ I can input into 
DCS3000, VoiceBox and/oi j j if needed. 

b2 

Thanks, ' ] 57 P^ 


San Antonio -JyteAHen RA 

956 ! I 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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SEI 


From: » IrOTD) (FBI) 

Sent: Thursday, Mav 26, 2005 8:32 AM 

To: I ^ LV) (CON) 

Subject: RE: DCS-3000 


be 

SENSITIVE BUT UNCLASSIFIED b ?C 

NON-RECORD 


I 1 1 have been out of the office for about six weeks. I have been unable to do the cots request for the printer. Will 

'the printer you found d o the job for y our office. Let me know and if you need an ip address for the printer let me know by 
e-mail or call me at 703 | p day or next week sometime. . 


Thanks.... 


□ 


-—Original Message— 

From i 


]{LV) (CON) 


Se nt: Friday. Mav 06, 20 05 11:45 AM 

Tol ~^(QTD)fFBI) ^ 

_CdZZIZZlL:^(FBI)| I (SF) (CON)L 

i I(LV)(FBI) 

Subject: RE: DCS-3000 


Hv) {CON) J 1 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


□ 

Did you ever receive the approval to go COTS on our printer? In the meantime, I found an old LaserJet laying around 
that LVFO could utilize on the DCS-3000 network. However, we don't have an assigned IP address for a DCS-3000 
printer, could you provide us with one? 

Thanks for all your help, b6 

b7C 


From: f If lTD) (FBI) 

S ent: Thursday. March 31, 2005 1:14 PM 
T d I lV) (CON) 

Subject: RE: DCS-3000 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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b id ask for a printer in 'he previous request. I need to do a COTS request form since it is 
purchasing computer equipment. I will do the request tomorrow but it will take about a week to get the approval to 
buy it. I will let you know when it is approved and when it is purchased. 


Original Message 

From i I fLV^ (CON) 

Sent: Thursday, March 31, 2005 3:44 PM 

To i If lTD^ JXBIi 

Cc i l av) FBI): I 

Subject: DCS-3000 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


A while back| | submitted a RMS request for a DCS-3000 client which we received and installed on 

the network, netnmki that he also requested a LaserJet printer. I’m following up to see if this is the case 
since we still have a need for a networked DCS-3000 printer. A small printer like a HP LaserJet 2100 would 
be the best fit for the small space available. Let me know if we need to submit another RMS request 
for this printer. 

Thanks for your support, 


bLSUK lecnnoiogy Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 

I ag \/onac PioM Office - Squad 10 
70i Desk) 

7Q1 Fax) 

70:1 Cell) 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 


[ 


From: 

Sent: ^6 

To: hir 

Subject: 


loTDI (FBI! 


[ 


RE: TICTU password 


6 TD) (FBI) 
3:29 AM 
A) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I l has anybody done this for you yet. I have been out of the office for about 6 weeks . Let me know if you still need it to 
be reset. 

Thanks.... jj^g 


Original Message 

From ! r SA) (FBI) 

Se nt: Thursday, Mav 12. 2005 1:42 PM 
To | _ ^t OTD) (FBI) 

Subject: Ticru password 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


He J [; ould you reset my intranet password to the TICTU DCS-3000. My u 
what happend to it. Thanks. 




b6 

hlC 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


From: 

Sent: 

To: 

Subject: 


RE; J1215 


[ITD) (FBI) 
L41 AM 
](AQ){FBI) 


UlMCLASSrFlED 

NON-RECORD 


I I believe that the J1 215 card is used to terminate a T-1 from l ^ or audio rieliverv The card broke the T-1 out 
into 24 channels to allow l I to place audio on certain channels. I also believe l h ow does audio delivery via 
ring-down circuits. You may have changed the way that the audio is delivered and put the J1215 somewhere else. Let me 
know if I can help in any oWier way. 


□ 


be 

b7C 


O riginal Message 

From l h O) (FBI) 

Se nt: Thursday. April 07 . 2005 5:44 PM 
To: l I (ITD) (FBI) 

Subject: J1215 


UNCLASSIFIED 

NON-RECORD 


H I L ike everyone else I'm stuck on inventory, and I was hoping you could help me out on an item. Back in 02 you 
sent AQ a J1215 Digital Breakout card along with a 25 pair breakout box, and a DCS3000 audio card. Isn'tthe J1215 
what u sed to go in to the cell company co?, or would it be in our office with the DCS3000 gear. I can’t remember, 
thanks P | 


be 

fo7C 


UNCLASSIFIED 


UNCLASSIFIED 
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#1056782-000 


